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1 Introduction

The goals of this project were (1) to develop a theory for modeling large-scale IP networks based
on fluid models and the resulting solution techniques, (2) to integrate these methodologies into
existing tools, such as ns [1]; and to use the theory and tools to develop new control strategies for
large-scale networks.

The main outcomes of the project were the following:

e Fluid models for large networks carrying TCP and non-TCP flows: Based on the use of
stochastic differential equations, we developed simple models characterizing the behavior
of TCP and non-TCP flows as they traverse through a network. These models characterize
the control loop behavior of TCP flows and their interactions with routers. The time varying
behavior of average quantities, such as queue length, packet loss probability, etc., is captured
through a set of differential equations. Stationary behavior is characterized through a fixed
point problem.

e Fluid models for Internet worm and BGP failure spread: We developed similar models
that describe the spreading behavior of Internet worms, such as Code Red, and of cascading
router failures.

e Congestion controllers for routers: We developed new active queue management policies,
based on proportional integral control (PI) that provides more robust and stable TCP
behavior. These controllers were extended to provide quality of service in the form of
minimum throughput guarantees to TCP flows.

e Fluid simulation tools: We developed tools for solving the performance of large networks
based on the fluid techniques. Moreover, tools that combine packet-level with fluid-level
simulation were also developed. These were integrated into several existing simulation tools
including ns.

We describe each of these outcomes in the remainder of this report. Prior to this, we motivate
the need for our project.

2 Motivation

Networks continue to increase in size and complexity. The variety and interaction of the
applications, the middleware and transport protocols, the routing protocols, and the router/switch
resource management algorithms make the design, development, control and management of
future networks an exceptionally difficult task. = These difficulties can be eased by the
development of analytic and numerical techniques (as opposed to detailed, brute force
simulation) of such systems.

In the past, discrete-event simulation has been the performance-modeling tool of choice. This has
been primarily due to the predominance of responsive flows (e.g., TCP) in network workloads,
and the difficulties of analytically or numerically characterizing the performance of such flows.
Although considerable progress has been made in modeling open-loop streaming applications



(e.g., video over UDP), these advances have had little impact on the modeling of responsive
flows. While significant progress has been made in simulating large networks with responsive
flows, such simulations are still very time consuming and require significant computing
resources. This motivates the need for scalable models of networks that can be efficiently solved
to obtain performance measures such as throughput, link loss rates, end-to-end packet delays,
which in turn can be used to estimate application-level performance measures.

The remainder of this report is organized as follows: we describe the fluid modeling
methodology for TCP/IP networks in Section 3 and its adaptation to the characterization of worm
and failure spreading behavior in Section 4. In Section 5, we show how the differential
equations describing the behavior of TCP/IP networks can be used to develop congestion
controllers at routers to interact with TCP to provide different performance to different classes of
sessions. Following this, we describe the tools developed during the project (Section 6). Section
7 offers some conclusions.

3 Fluid Models for TCP/IP networks

In this section, we summarize our work on modeling TCP/IP networks. We begin with a
description of our network model. Let V be a collection of routers making up a network. Each
router’ v €V has a transmission capacity of C, bits per second. In addition, router v can buffer up
to B, bits. Associated with v is an active queue management policy characterized by a probability
discard function, py(x,), which takes as its argument x,, the average queue length of v. One
popular discard function, associated with the RED (random early discard) active queue
management mechanism [2], is

0 0<x, <t™
X —t min )
max min max
pv (Xv) = W pv ’ tv < Xv < tv (1)
1, " < x <B,

min

where t,™", t,"*, and p,™ are configurable parameters. We make the reasonable assumption
that p, is non-decreasing in Xy.

3.1 Time varying models of TCP/IP networks

The behavior of a TCP/IP network is stochastic in nature. Hence, we find that it is best described
using stochastic differential equations. We begin with a treatment of a single link and then show
how it generalizes to a network setting.

3.1.1 Single link

Stochastic differential equations (SDEs) have been widely used in system modeling. Most of the
effort has been directed to Wiener-process-driven SDEs. However, the primary sources of

! More precisely, each router interface has a transmission capacity, a buffer, etc. We will use the term router to refer
to an outgoing router interface.



randomness in high-speed networks are discrete events such as losses in the TCP congestion
control setting. Such a network can be modeled by stochastic differential equations driven by
jump processes. For example, the additive increase of the TCP window size can be modeled by
a differential equation, while the multiplicative decrease triggered by the losses can be modeled
by a jump process. We use jump processes to model the packet losses inherent in the TCP-AQM
dynamics. Since the marks delivered by proposed AQM algorithms are assumed to be randomly
generated, we use Poisson processes with random rates that are functions of the (average) queue
lengths at the routers. The jumps in these processes represent the losses in the TCP-AQM
dynamics.

Consider a single congested router operating with a RED AQM scheme, as described earlier,
supporting N TCP flows. The discard probability is p(x(t)) where x(t) is the average queue
length at the router at time t> 0. In particular, x is an estimate based on the instantaneous queue
length q(t) via an exponential weighing parameter o and sampling interval & (i.e., the queue
length q(t) is sampled periodically every & units of time). The rate, A;, at which losses are
incurred by flow i at time t is p(x(t)) Ti, where T; is the throughput of that flow, Wi/Ri(q).

We have the following stochastic differential equation for the window size of flow i =1,... ,N:
dwW, =dt/R,(q) —W, / 2dN,.

Since the loss generated by the RED AQM policy has independent increments (i.e., dN; (t) is
independent of W;), the expected window-size process is described by

E[dW,]=dt/R,(q) — E[W,]/2E[dN,].
Since E[dNi] = p(x) E[Wi]/Ri(q), we have

dEW,]_ 1 EW]
dt Ri(q) 2Ri(a)

p(x) )

We write the exponentially weighed moving queue length average as
X((k +1)9) = 1—a)x(ko) + aq(ko) 3)

This equation contains the AQM sampling parameter 8. Finally, we need an equation for the
expected instantaneous queue length q(t). For nodes that are busy most of the time the following
equation is a good approximation:

dq(t

A ——1(q > 0c + 3 EMIIR, @) @
This results in N+2 coupled equations and N+2 unknowns, x, g, E[W;(t)], i = 1,...,N which can be
solved numerically using a numerical scheme such as the Runge-Kutta method. The solution
provides an estimate of the average transient behavior of the system for a given sampling
interval o.



3.1.2 Extension to the network case

The extension to the network case is fairly straightforward. We represent the network by a binary
matrix A where the rows represent the different flows and the columns represent the different
routers (queues). We modify equation (2) to account for losses arriving from each router in the
path. If W is defined as the vector of the window sizes of the flows, x the vector of estimated
average queue lengths at each router, g the vector of instantaneous queue lengths at each router,
and P(x) the vector of loss probabilities at each router, then we define a matrix AP where every
column of A is multiplied by the corresponding element of P .Thus, AP is an indicator of the loss
probabilities seen by each flow at each router. If a flow does not traverse a particular router, the
corresponding loss probability is set to 0. The combined loss seen by a particular flow i is then
given by 1-[T(1- AP (x);). Thus, (2) is modified to

dEW,]_ 1 EW]J

i R@ 2@ 1140 ©

The equations for the average queue size and instantaneous queue size at each router remains
unchanged.

The model described above captures the important details of a network supporting TCP flows.
There are some characteristics of such networks that are missing. For example, the model so far
assumes that congestion feedback is instantaneous. This, of course, is not true, as there is at least
a round trip propagation delay before feedback is returned. In addition, the above model does
not capture certain flow constraints imposed by a link having a maximum capacity. These issues
are dealt with in more detail in [3] and [4], as well as in Appendices A and B of this report.

Figure 1 illustrates the accuracy of the fluid model in comparison to discrete event simulation.
The average window size of a TCP session is shown over time for a network of six routers and
several thousand TCP sessions. The number of sessions is reduced by half at at t = 30 and
doubled at t = 60. We observe that the fluid model agrees with the simulation.
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Figure 1: Comparison of discrete simulation and fluid model, average window size plotted as function of time



3.2 Steady State Models of TCP/IP Networks

We have described models that can be used to characterize the time varying behavior of large
networks. In many cases an analyst is interested only in the steady state behavior of the network.
In such cases, it is easier to characterize this behavior by solving a fixed-point problem. We
briefly describe this approach in this section.

We consider a simple workload consisting of N infinite duration TCP flows labeled i = 1... , N.
Let Vi = (i, Ji2:---» Jing) ) be the ordered set of routers (i.e., route, path) taken by packets of flow
i, where jimeV, m=1,...,n(i) and n(i) is the number of links on the route. From the perspective
of a link veV, it is useful to introduce S, to be the set of TCP flows that traverse v. In addition,
let Vi(u) = (jia, ..., u) be the portion of the path from the data source to router ue V; inclusive.

We (and others) have observed through measurements on the Internet and in numerous
simulations that

e in the absence of a maximum rate constraint, each TCP flow traverses at least one congested
router (here a congested router is one in which a flow suffers packet loss);

e each congested router is nearly fully utilized,

e each TCP flow exhibits a throughput that can be expressed as a function of the packet
loss rate and average round trip time that it incurs. Denote this by T(q,R) where q
denotes the end-end loss rate and R the round trip time. We have derived accurate
expressions for T() in earlier work [5].

Consider the simple example where the N TCP flows share a single congested router with
bandwidth C and buffer size B. Let us assume that this router includes the RED active queue
management policy with a discard function such as that in equation (1). Let x denote the long
term average queue length of this congested router. We denote the probability discard function
as p(x). We approximate the average round trip time of the i-th flow as

Ri(x) = Ai + x/C (6)

where A; denotes the sum of the propagation delay and transmission time at all routers on i's
path. The second term captures the contribution of congestion delay at the congested router to
the round trip time. The assumption that the congested router is fully utilized (i.e., operates at
full throughput) yields

ZTi(P(X), A +x/C)1-p(x))=C, 0

which can be solved to obtain the average queue length of the congested router and,
subsequently, the round trip time and the loss rate. This yields the steady state behavior of the
system. We note that there exists a unique solution for x in the range [0,B].



Before leaving this example, we comment on the generality of our approach. First, the N flows
need not be TCP flows. It is sufficient that the i-th flow be characterized by a throughput
function, T(), of the form postulated above. Most congestion control algorithms that have been
proposed for next generation unicast and multicast transport protocols exhibit such throughput
functions. These functions can be determined analytically, though simulation, or through
measurement. Second, the approach applies equally as well if the active queue management
policy marks packets rather than drops them. Last, although described in the context of a best
effort service class, the basic approach is easily extended to the case of proposed Diff-Serv
mechanisms. Consequently, the expression derived in [6] for the throughput of a flow operating
in a Diff-Serv environment can similarly be used in our model. Finally, we note that constant bit
rate, “non-responsive" flows can be accounted for in this model by simply subtracting their
aggregate flow rate from the link capacity.

The above single congested router scenario is easily generalized to an arbitrary network
supporting a workload of infinite duration responsive flows. Let x = {X,}vcv . Generalizing (6),
we approximate the average round trip time of session i by:

R()=A+3x/C, ®)

VeV,

Similarly, let gi(x) denote the probability that a flow i packet is lost on its end-to-end path; this
quantity is given by

a;(x) =1- []@-p,(x,)) ©)

VeV, (v)

Note that when T; is a function of the probability of packet loss and the average round trip time
(as postulated earlier), the above relations allow us to express T; as a function of the average
queue lengths. Henceforth we write the flow throughput as Ti(x).

Let S < V denote the set of congested routers, i.e., those routers whose bandwidths are fully
utilized. We have the following set of equations, one for each congested router,

ST []@-p,(x,)=C,, ves

ieS, uev; (v)
In addition, for the routers that are not congested, we have
X, =0, veS

Thus we have |S| nonlinear equations with |S| unknowns. Solving these equations yields a set of
{x*} that can be used in turn to obtain the throughputs of all flows, their average round trip
times and loss rates. Generalizations of our approach to responsive flows, other than TCP and to
classes of service other than best effort, are identical to those described above for the single
bottleneck router. Additional details can be found in [6].



We present two examples to illustrate this approach, one with a single congested router, and the
other with two congested routers.

A single bottleneck router. We have N flows traversing a common router. We are interested in
the accuracy of the model as N grows. Hence, we take C = 3N/40 Mbs. The probability discard
function is taken to be that corresponding to a RED mechanism with parameters py™® = 0.1, to™"
= N/2, tt™ = 3N/2, and By = 3N. The constant term in the average round trip delay for flow i is
taken to be (6+2i)ms, i=1,...,N. Thus, the round trip times range from 8ms to (2N+8)ms.

We use the following expression for the throughput of a TCP flow taken from [5]:

(1-0a)/qg+W(q)/2+Q(q,W(q))

T(q,R)=M
RW (q) +1) + Q(aq,W (a))F (a)T, /(1 —q)

where M is the packet size measured in bits and

W (q) =2/3+2/(1-q)/(3q) +1/9,

Q(a,w) =min{l, A-1-q)*)1+(1-a)’A-A-a) ")) /A-A-a)")},
F(q)=1+9+2q9° +4q° +89* +16q° +32q°.

This has been shown to be accurate for a wide range of parameters [5]. Although this expression
was derived for the case of a TCP flow using TCP-Reno, it has been shown to accurately predict
the performance of other versions of TCP such as TCP-SACK.

We solve this model for different numbers of flows, N=20, 40, 80, 160 and compare its
predictions with those obtained by simulating the system with ns [1]. The predicted average
queue size and loss rate are compared to those obtained through simulation in Table 1. We
observe that the loss rate predictions are accurate, within 8% of those obtained from the
simulation. The predictions for the average queue lengths are not as accurate; they fall within
20% of those obtained through simulation. Note that this will result in errors in the average
round trip times of 5%-20%.

No. flows Avg. queue length Loss rate
Model sim. Model sim.
20 18.0 20.9 0.040 0.037
40 329 38.4 0.032 0.031
80 58.3 67.9 0.023 0.024
160 102.5 113.3 0.014 0.015

Table 1. Predicted vs. Simulated Average Queue Length and Loss Rate.

Figures 2 and 3 illustrate the individual flow throughputs as predicted by the model and as
obtained from the simulation for N = 80, 160. We observe that the difference between analysis
and simulation is always less than 12% and usually less than 5% in the case of N = 80. We also
note that the difference decreases as the system size increases - a very desirable property. In the



case of N = 160, the worst individual flow error is less than 11%, and the errors are typically less

than 3%.

~ 45 : ‘ : ‘ : : ~ 70 ‘ ‘ : ‘ : :

g 40| measured throughput -+ 8 60 | measured throughput -+

= 35 ™ 2 50 | ¥

x

2 30 S ol Y

J= 25+ "A‘-F E .t,\

T % e z 307 .

2 T 3 20 |

3 15| S O 3 Pt el

£ 10| ==y £ 107 m—

= g ‘ ‘ ‘ ‘ ‘ ‘ o) ‘ ‘ ‘ ‘ ‘ ‘
005 0.1 015 0.2 025 0.3 0.35 04 0 01 02 03 04 05 06 07

Two way propagation delay (sec) Two way propagation delay (sec)

Figure 2: Flow throughputs, N = 80 Figure 3: Flow throughputs, N = 160

Two congested links. The two-congested-router topology considered is shown in Figure 4.
Routers 3 and 4 are configured so that they are not congested. There are three sets of flows in the
simulation. The first set, consisting of 20 TCP flows, goes from router 3 to router 1. The second
set of 40 TCP flows go from router 4 to router 2. The last set of 20 TCP flows go from router 0
to router 2. Router 0 is configured with a RED discard function with parameters po™ = 0.1, to™"
=20, t,"* = 60, and a buffer capacity Bo=120. The capacity and propagation delay of router O is
3Mbs and 20ms, respectively. Router 1 is configured with a RED discard function with
parameters p;"* = 0.1, t;™" = 30, t;"* = 90, B; =180. The capacity and propagation delay of
router 1 are 4.5Mbits/sec and 20ms, respectively. The first two sets of TCP flows go through one
congested router, while the third goes through both.

Flow set | Flow set |1

PR—O
congested U congested

Flow set 111

Figure 4: Two congested link example

Tables 2 and 3 show the average queue lengths and loss rates of each of the congested routers.
Our preliminary investigations indicate that the differences between predicted performance and
that obtained through simulation improve when we increase the number of flows while scaling
up the RED parameters and the router bandwidth accordingly. Tables 4 and 5 show the average

min

queue lengths and loss rates when all parameters are doubled, number of flows, capacities, ty



™" ™ and t,"™. Once again, we see excellent agreement between analysis and simulation
for loss and throughput measures, with good agreement for the average queue length.

Router | Avg. queue length Loss rate
Model sim. Model sim.
0 33.8 39.2 0.035 0.032
1 54.8 64.1 0.041 0.038

Table 2. Predicted vs. Simulated Average Queue Length and Loss Rate.

Table 3. Predicted vs. Simulated Throughput.

Flow Flow throughput
set model Sim.
1 28.6 27.4
2 23.9 23.2
3 8.9 9.7

Router | Avg. queue length Loss rate
Model sim. Model sim.
0 67.5 78.8 0.034 0.033
1 109.9 128.7 0.042 0.039

Table 4. Predicted vs. Simulated Average Queue Length and Loss Rate.

Flow Flow throughput

set model Sim.
1 27.2 28.7
2 23.2 23.7
3 9.9 8.8

Table 5. Predicted vs. Simulated Throughput.
4 Fluid Models for Worms and Failures

4.1 Worms

Computer “worms” are programs that self-propagate across a network exploiting security or
policy flaws in widely-used services. In recent years, two major classes of worms, scan-based
worms and email worms, have frequently attacked the Internet. Email worms propagate through
emails and compromise computers when email users execute worm email attachments or simply
view worm emails --- they require human interference to propagate and thus propagate relatively
slowly. On the other hand, scan-based worms propagate by generating IP addresses to scan and
directly compromise any vulnerable target computer --- they need no human activation and thus
are able to propagate much faster than email worms. For example, Slammer in January 2003
infected more than 90% of vulnerable computers in the Internet within just 10 minutes. Recent
well-known worms, Code Red, Code Red Il, Slammer, Blaster, Sasser, are all scan-based worms.
We concentrate on scan-based worms.



Attackers have tried many scanning strategies in previous worms. Code Red and Slammer
uniformly scanned the entire 1Pv4 space. Code Red Il used a local preference scan: it had a
higher probability to scan an address within the same Class B or Class A network than a random
address. Blaster sequentially scanned the Internet and chose its sequential-scan starting point
from a local address with probability 0.4.

Based on classical epidemic spreading models, we have developed fluid models that can be used
to study different scanning strategies such as those mentioned above. We present a simple
model for a worm using a simple random scanning policy and then describe how it can be
adapted to model other policies.

Consider a population of N vulnerable hosts, each of which has its own IP address. Let I(t)
denote the number of infectious hosts at time t. Then [N- I(t)] is the number of susceptible hosts
at time t. The epidemic model for a homogeneous system is:

di(R)/dt = B I{E)[N-1(1)]

where B is the pairwise rate of infection in epidemiology studies from infectious hosts I(t) to
susceptible hosts [N- I(t)]. Att =0, I(0) hosts are infectious and the other [N-1(0)] hosts are all
susceptible.

Now B is given in terms of the scan rate of a computer, n, and the size of the address space, Q,
within which lie the vulnerable hosts. For example, in the case of Code Red, N=360,000, n=358
scans /min., and Q=2°%. Figure 5 shows how the number of infected hosts grows as a function of
time. One observes that Code Red requires several hundred minutes to take off.
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Figure 5: The classic Code Red worm

The model can be used to evaluate the performance of a number of different scanning strategies.
These include:
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Idealized worm: All infected nodes are perfectly synchronized scanning only vulnerable
hosts and only once.

Flash worm: Infected worms know the identities of all vulnerable hosts and perform a
random scan over them.

In both cases Q = N. The performances of such worms are illustrated in Figure 6 with and
without a two second infection delay.
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Figure 6: Idealized and flash worms with and without a two second delay

We have also adapted the model to study routing and local preference worms. Briefly, a routing
worm is one that uses BGP routing tables to avoid portions of the IP address space that do not
contain hosts. This has the effect of reducing the search space by 70%. A local preference worm
scans addresses in the vicinity of the infected host with higher probability than distant addresses.
Additional details of the models and its analysis are found in [8].

Figure 7 illustrates the performance of a routing worm and a local preference worm where the
host scans addresses in its vicinity with probability 0.5.

From our analysis, we derive the following understanding of worm scanning strategies:

Cooperation among infected hosts for scanning does not significantly increase a worm's
spreading speed.

A local preference scan increases a worm's propagation speed when vulnerable hosts are not
uniformly distributed. The optimal local-scan probability increases as a function of the local-
scan network size.

When vulnerable hosts are uniformly distributed, divide-and-conquer scan, sequential scan,
and uniform scan are equivalent in terms of a worm's propagation speed.
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e A flash worm that uses uniform scan is an optimal spreading worm converged both from hit-
list worm and from routing worm; a flash worm that makes sure no IP address is scanned
more than once is the fastest spreading worm in terms of worm scanning strategy.

e For a sequential scan worm, such as Blaster, using local preference in selecting its starting
point slows down the worm's propagation speed.

e For a selective attack worm, such as a routing worm [8], when the density of vulnerable hosts
in the target domain is higher than the density in other domains, the worm propagates faster
in the target domain if it only scans the target domain instead of all domains (and vice versa).
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Figure 7: Comparison of routing and local preference worms with Code Red

In addition, based on our models, we have developed statistical detection algorithms for worms.
Briefly, they look for an exponential increase in scan traffic that is characteristic of the spread of
a worm. Additional details are found in [9], as well as in Appendix C of this report.

4.2 Cascading BGP failures

The Internet is a large collection of Autonomous Systems (AS) connected by the BGP routing
infrastructure. The BGP maintains connectivity between AS’s. It automatically reconfigures and
computes routing tables when it detects a link failure. This computation starts locally around the
failure point, and the information propagates through the Internet. The Internet routing table
convergence has been observed to take tens of minutes. We developed models that reflect the
behavior of BGP. Our analysis confirms that it is indeed possible to have cascading failures in
the BGP routing infrastructure. Our results indicate the presence of phase transitions in these
systems, and the presence and intensity of the phase transitions are strongly dependent on system
parameters. We use the term phase transitions in the sense used by Erdds and Renyi in their
work on random graphs that is “an abrupt change in a global system property”. The phase
transition is to be interpreted as a sharp threshold rather than the definition used in statistical
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mechanics. In our analysis, we observe that the propensity for phase transitions increases as
clique size increases, and additionally also increases as the processing capacity of the routers
decreases.

We consider a simple scenario with a finite set of N routers that are all connected to each other,
i.e., form a clique. Let the number of down routers at any instant be D(t). We define a “down”
router to be one that does not have a functioning routing table, so a router that is in the process of
rebooting and obtaining state dumps is also defined to be “down”. Now, we study the system of
the number of down routers. The arrival and departure process to the system is defined as:

a(t) := number of arrivals in [0; t)
d(t) := number of departures in [0; t)

Consider the process d8(t). The down routers come up with the help of the routers that are
currently up (N(t)- D(t)). We define the service rate of an up router as ks, where ks is the average
number of down routers a functioning router restores per unit time. Now, if N(t)-D(t) servers are
up and providing service, the service received by a single down node is its share of the total
service capacity of the system. Thus, the share received by a single router is (N(t) -D(t))/D(t). To
account for the boundary condition D = 0, the denominator should actually be the term (D(t) +
ka), where k, represents the ambient load on the servers, representing, for instance, processing of
normal route advertisements, and prevents D — - oo. However, for simplicity of exposition, we
ignore the term as it does not affect the main observation we obtain later. Hence, the number of
departures in an infinitesimal time dt, d+(t), is defined by

d8 (t) = D(t) (N() - D())/D(t) kdt = (N(t) - D(1)) ksdt (10)

Resetting BGP sessions leads to two kinds of messages, withdrawal announcements and
subsequently full state updates when the BGP session is restored. We model the rate at which a
functioning router goes down due to the load imposed by the resetting of a single BGP session as
k. Typically, we expect ks >> k, as BGP resets are not uncommon and restoring a single session
is unlikely to cause a peer router to go down. Now, the average arrivals in an infinitesimal time
dt, da(t), is given by the product of three quantities: the constant k,, the number of routers (BGP
sessions) that are currently down D(t) (denoting the total load offered), and finally the number of
routers currently up (that can go down), (N(t) - D(t)), i.e.,

de () = kD(O)(N(t) - D(1))dt (12)

Now D(t) is « (t - ot), hence combining (9) and (10) yields after some manipulation the
following relation

dD/dt = - kD?+ (ks + k\N)D — ksN

This is a Riccati equation, and without going into the actual solution of the equation, we
immediately observe that the dynamical system described by this model exhibits a phase
transition: If the initial stateD(0) of the system is above a certain threshold, then as limt»« D(t) =
N, else  lim (., D(t) = 0. In other words, if by some exogenous process (e.9. CODE RED) we
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manage to bring a certain number of the routers down, thereby resetting the BGP sessions, then
depending upon that number, the system either fully recovers or there is a cascading failure. A
simulation of the system with different initial conditions is shown in Figure 8, where ks /k, = 20
and we plot two trajectories, one with D(0) = 21 and another with D(0) = 19. Additional details
of this work can be found in [10], as well as in Appendix D of this report.
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Figure 8: Illustration of how the initial number of failed routers can result in very different behavior

5 Congestion Controllers

In Section 3, we presented a model that describes the behavior of a set of TCP flows in a network
of AQM-based routers. Their behavior is described by a set of differential equations, which is the
language of control theory. For example, the behavior of a single TCP flow traversing a single

bottleneck queue is illustrated in Figure 9.
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Figure 9: Control theoretic diagram of TCP
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In the initial stages of the project, we performed a control theoretic analysis of the RED AQM
protocol and presented guidelines for how to set its parameters. In the process of doing this, we
uncovered a number of deficiencies of RED and proposed instead a new AQM algorithm based
on proportional integral control. Two problems exhibited by RED are as follows:

e the queue averaging mechanism introduces additional delay in the TCP control loop which
makes TCP unstable in many situations.

e RED couples the loss exhibited by a TCP session with the delay that its packets incur.

The new Pl AQM controller introduces phase lead, which is ideal for systems with feedback
delay. This leads to a speed of response faster than that of a stable RED mechanism. In
addition, it decouples loss and delay; in particular, it is possible to specify a fixed queuing delay
with a PI controller. Figure 10 compares the performance of a set of TCP sessions under RED
and PI.
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Figure 10: RED vs. Pl control
Details of this work can be found in [11] which is found in the Appendix.

As part of the project, we also studied the problem of providing differential Quality of Service
(QoS) to classes of TCP sessions. Specifically, we develop algorithms based on the IETF
proposed DiffServ architecture [12], [13] to provide minimum throughput guarantees to different
collections of TCP sessions. These algorithms rely on two components, multi-level PI AQM
controllers residing at core routers that drop or mark packets differentially according to their
colors and PI rate controllers residing at edge routers that monitor the throughput of these
collections of TCP flows, marking packets as either red or green depending on whether or not the
aggregate throughput exceeds its minimum rate. Details are found in [14], which is found in
Appendix E.

Other results from this project include a study of the effect of uncontrollable flows on the
behavior of TCP [15] and the development of algorithms to automatically tune AQM policies
such as RED and PI [16].
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6 Tools

As part of our project, we have implemented our fluid modeling methodology into the ns
simulation software package. In particular, we developed a fluid network node that accepts
packets as inputs, converts them into fluids, and then outputs packets after suffering appropriate
losses and delays as predicted by the fluid model. This is illustrated in Figure 11. Additional
details can be found in [17], as well as in Appendix F.
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Figure 11: Fluid simulation module within ns

7/ Summary

Our project significantly advanced the state-of-the-art in scalable modeling and simulation. We
were the first to introduce the use of fluid models for the characterization of TCP flows within a
large network. This is not standard practice. We were the first to begin to examine TCP
behavior, coupled with AQM, using control theoretic principles. This is now standard practice
and has resulted in significant advances in the development of better control mechanisms.
Finally, we were the first to use fluid models to characterize worm spreading and cascading
failures within the Internet. Again, this has become standard practice.

Finally, references [18] — [43] include additional results related to what has been discussed so far
in the report. They are not included in the Appendix.
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Appendix A: Fluid-based Analysis of a Network of AQM
Routers Supporting TCP Flows with an Application to RED

Al. INTRODUCTION

Active queue management techniques were proposed in [8], [3] to both alleviate some congestion
control problems for IP networks as well as provide some notion of quality of service. Modeling
and analysis of such networks is important to understand their dynamics. While traditional discrete
event simulations work well in general, even the most efficiently coded simulators suffer from the
problem of scaling. We exploit fluid modeling to present a general methodology for the analysis
of a network of routers that support active queue management with TCP flows. We use Poisson
Counter Driven Stochastic Differential Equations to model the behavior of TCP traffic and derive
a set of differential equations that describe the AQM policy and the router queuing process. Next,
we develop a numerical scheme for obtaining the transient average behavior of a number of
metrics including queue length, round trip time and TCP flow throughput from a set of coupled
ordinary differential equations that result from our analysis. Given an AQM policy, we are able to
get (expected) transient behavior of networks from our solution. We are able to handle large flows
without a significant increase in computational complexity.

We illustrate our approach by analyzing RED [8] using the techniques developed in Section 3.1.
Our solution technique yields predictions that match well with those obtained through
simulation. Our modeling and solution methodology lead to a straightforward discovery of a
critical problem with the RED averaging mechanism, one not addressed elsewhere. Our scheme
has similar aims, to obtain transient behavior by numerical solution of a system of equations, to a
heuristic approach proposed in [9]. It is however not clear how and why the heuristics work in
cases reported.

A2. APPLICATION TO THE RED ACTIVE QUEUE MANAGEMENT
POLICY

We now present an application of the system, taking RED as the AQM policy, which has been
shown to outperform Drop-Tail queues under certain scenarios. RED is a powerful mechanism to
control traffic, potentially solving problems like flow synchronization, correlation of drop events
while providing consistently high link utilizations. However, numerous problems have been cited
with RED [10]. RED works well in certain scenarios, whereas it does very poorly, even worse
than Drop-Tail, in other cases [6]. There is no clear understanding on how to tune various RED
parameters that work well in all scenarios. Consequently, there is considerable nervousness in the
community regarding deployment of RED, and numerous variations of RED have been proposed
[5], [12], [4]. Some of the schemes have self-tuning parameters, while others maintain per-flow
state. It is clear that there is a great need for thoroughly understanding the behavior of RED. We
believe our techniques can help in that effort.

We first consider a system in which there is a single congested router with a transmission
capacity of C. Associated with this router is an active queue management (AQM) policy that is
characterized by a packet discard function p(x) that takes as its argument an estimate of the
average queue length at the router. The queue length of the router is denoted by q(t), t > 0. The
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classical example of an AQM policy is RED [8] for which p(x) takes the form in the Figure
below where t™", t™*, and p™ are configurable parameters.

Figure 12: RED drop function

° ] |
gmin gmar

We will compare the results obtained from our model to those obtained from simulating an
equivalent system using the well-known ns simulator. Our differential equation solver was
implemented as a MATLAB program (a simple implementation with 42 total lines of code) which
takes the matrix A, where the rows represent the different flows and the columns represent the
different routers (queues) in a network, and a link capacity vector C as input. We did not
incorporate slow-start in our program. All routers are assumed to have the same RED parameters.
The propagation (non-queueing) delay for each class of flows is kept at 200 ms. The buffers are
sized so that all losses are RED-related, i.e. no drop-tail losses occur on the network. The t™" is
150 packets and the t™ is 200 packets. & is a parameter in our solver which is not specified in
RED. Instead RED updates the queue size estimate on the arrival of each packet. We can account
for it in two different ways

e ns updates the queue at every packet arrival. Thus, we choose 8, to be I/b,, where b, is the
instantaneous arrival rate at a queue measured in packets. &, thus becomes a function of
time.

e We choose a fixed value of S,. If the queue is stable, then the steady state arrival rate =
service rate. Then, for each (bottlenecked) queue, S, is simply 1/C, where C, is the
capacity of link v in terms of (average) sized packets per second.

Note that both techniques are approximate. In our implementation we use 1/C, as an estimate of
dv.

A2.1. Experiment topology

We use the simple topology shown in the Figure below. It consists of two RED queues QI and
Q2. Both links have three sets of flows going through them. S2 goes through both the queues,
whereas S1, S3 and S4, S5 go through only Q1 and Q2 respectively. The only bottleneck links are
the queues QI and Q2. We'll show results from 5 different experiments performed using ns and
our DE solver.
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Figure 13: Simple network topology

We tabulate the parameter choices in the various experiments in the following table for reference.

Parameter sets for various experiments
Exp No. o Q1 cap. Q2 cap. Pkt size | prazx
0.0001 5 Mb/s 5Mb/s | 500 Bytes 0.1
0.0001 5Mb/s | 2.5 Mb/s 500 Bytes 0.1
0.0001 | 15Mb/s | 15 Mb/fs 500 Bytes 0.1
0.0001 | 15Mb/s | 15 Mb/s | 1500 Bytes 0.1
0.0001 | 15Mb/s | 15 Mb/fs 500 Bytes 1

[ A R A

A2.2. Experiment 1

We first consider a symmetric case, where both RED queues have similar bandwidth capacity of
5Mb/s. a is kept at 0.0001, p™ = 0.1. Each class of flows consists of 40 individual flows which
start at t = 0 (200 flows in all). At time t = 75, three fourths of the flows in each class drop out
(so there are only 10 flows in each class). At time t = 150, those flows restart. We plot the Queue
estimate and instantaneous queue length for Queue 1 and 2 in plots (a) and (b) of the following
Figure respectively along with our model predictions of the expected values for the same. Note
that we are plotting the results of one ns simulation along with our solution which gives the
expected results. As we can see, the differential equation solution tracks the simulations pretty
well, tracking both the average queue estimate and the instantaneous queue length well. Our
method adapts to the changing nature of the load as well. Note that our solution differs initially
from the simulation in all cases, because we didn't implement the effect of slow start.
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Figure 15: Symmetric case, plots for Queue 2, Experiment 1

A2.3. Experiment 2

Now we repeat the experiment in an asymmetric setting. We reduce the link capacity of the
second queue to be 2.5Mb/s from 5Mb/s. Again we show the average queue estimate and
instantaneous queue length along with our DE estimates for both the queues in the following
Figures and our results match well with ns simulations for both the queues. Notice that the average
queue estimate stays higher for Queue 2 which is correctly reflected in our DE solution.
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Figure 16: Asymmetric case, plots for Queue 1, Experiment 2
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Figure 17: Asymmetric case, plots for Queue 2, Experiment 2

If we focus on the middle portion of the Figures above (when only a fourth of the flows are
active), we observe that Queue 1 exhibits more oscillations than Queue 2. The oscillations are not
good for the network as they may result in unacceptably large queue lengths and hence a large
variability in delays for the flows going through. Even if the mean delay may turn out to be the
same, these oscillations add considerable jitter to the delays. If the buffer is not large enough, then
the effect of the oscillations will be to cause buffer overflows. They also cause periodically high
RED loss rates and affect the throughput adversely. The question is: why? The larger bandwidth
capacity of Queue 1 certainly plays a part, reducing stability margins, however we would like to
point out another, hidden, cause. The queue averaging module is essentially a first order low pass
filter. The original design goal of RED was to track the average queue size (low frequency
signal), and to filter out bursts (high frequency signal).  The input to this filter is the
instantaneous queue length, and the output is the average queue estimate. Asymptotically, the
frequency response of this filter is described by the magnitude Bode plot shown in the following
Figure, where K is inversely proportional to the sampling period. It allows frequencies smaller
than K to pass through, while damping inputs at a frequency higher than K. In simple terms, K
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determines the responsiveness of the filter. The higher the value of K, the faster it will respond
to a sudden change. If we maintain a high value of K, then the AQM function starts tracking the
instantaneous queue length closely resulting in sustained oscillations.

0dB

K
Figure 18: Magnitude Bode plot of first order averaging filter
A2.4. Experiment 3

In this experiment, all settings are unchanged except both link capacities are set at 15 Mb/s. The
Figure below illustrates the Queue estimates and Instantaneous Queue Lengths for Queue 1 in the
time interval [0 75] (i.e. when all flows are active).
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Figure 19: Link speed 15 Mb/s, packet size 500 bytes, Experiment 3

We observe the presence of large oscillations. In the scenario where the link capacity was 5Mb/s
and the packet size 500 Bytes, the effective sampling period was 8 x 10 (the link capacity being
1250 packets of 500 bytes per second, and the sampling period being the inverse of the link
capacity in packets per second). With the increase in link capacity to 15Mb/s, the value of the
effective sample period is reduced to 2.66 x10™ and K becomes 3 times the earlier value. As the
link capacity increases, the RED average queue estimate tracks the instantaneous queue length
more closely, essentially resulting in sustained oscillations. This hidden artifact of the RED
algorithm, the adaptive nature of the sampling period, is, in our opinion, a significant cause of
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the "tuning problem™ with RED. We can modify our DE solution system by using a static value
for the sampling period, larger than what the link capacity would normally dictate, with the hope
of reducing K and thereby reducing oscillations. The figure below illustrates the behavior of the
Queue Estimate and Instantaneous Queue Length for different values of the sampling period 6. As
we observe, increasing the value of 6 results in increasing stability, with both the average queue
estimate as well as average instantaneous queue length settling down. However, care should be
taken that & not be kept too large, as increasing values of & result in increasing rise times of the
average queue estimate and increasing initial overshoot of the average instantaneous queue length.
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Figure 20: Behavior for different sampling periods, Experiment 3

A2.5. Experiment 4

Returning to the problem of tuning RED parameters, not only does the performance of the
mechanism depend on link bandwidth, but also on the average packet size of the flows. We now
illustrate this via experiment 4. Consider the two queue setting with the link capacities set to
15Mb. This time we increase the packet size from 500 Bytes to 1500 Bytes. This results in a 6 that
is approximately the same as the one where link capacity was 5 Mb/s with 500 Byte packets (the
number of packets that are being processed remains a constant). Looking at the following Figure,

we indeed observe that the system is stabilized.
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Figure 21: Link speed 15 Mb/s, packet size 1500 bytes, Experiment 4

Since the average packet size is not something network designers can control, the only hope to
stabilize the RED algorithm is to make & a parameter whose value is independent of link capacity
and packet size. Implementing an algorithm whose stability is influenced by external factors (user
packet sizes) is also not good from a security point of view. A malicious user could conceivably
influence RED behavior by sending very small or very large packets.

In [6] Firoiu et. al. suggest that 6 should be made equal to the smallest round trip time of the
flows going through the link. They also suggested that the & thus selected is "good enough™ and
finer sampling won't improve things. The authors propose some guidelines for choosing RED
parameters. We are currently investigating "tuning" RED parameter values via a different, control
theoretic viewpoint.

A2.6. Experiment 5

Further, in [6] the authors also suggested that the discontinuity in the RED drop function (the
jump from p™ to 1 at t™®) is a cause of oscillations in RED. It has been suggested that making
the drop function continuous via the gentle- [7] should improve things in that regard. Our
experiments show that the discontinuity is not the only cause of oscillations, and that a simple
fix by making the drop function continuous won't remove them. To illustrate that, we repeat the
previous experiment with p™ = [, thereby removing the discontinuity. We perform experiment 5,
and the results are illustrated in the following Figure, showing that the oscillations persist.
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Figure 22: pmax=1, Experiment 5

A quick investigation with our differential equation tool reveals that the system can be stabilized
with a carefully selected weighting function. However, on the downside, the system becomes
very sluggish in its response time to changes in the load. Thus, this tradeoff between
responsiveness and stability unfortunately cannot be avoided with the RED control mechanism.
Thus, it is a combination of the link bandwidth, average packet size, weighting factor, sampling
period, and load levels which make the system stable. Summarizing, our main observations with
RED are

 The adaptive nature of the sampling interval is harmful and can lead to oscillations.

 The averaging algorithm needs to be modified, to make the sampling period a static value
independent of packet sizes or arrival rates.

- The presence of oscillations depends on many factors including packet size, link bandwidth
and load levels.

A3. CONCLUSIONS

We developed a methodology to model and obtain (humerically) expected transient behavior of
networks with Active Queue Management routers supporting TCP flows. We applied our tech-
niques to analyze networks where the AQM policy was RED. Our results match well with
simulation results, and are able to scale up well to large flows. We are able to get a qualitative
understanding of the behavior of such networks quickly with our tool. Our modeling technique
enables us to spot a possible problem with the RED averaging mechanism, which we verify via
simulations. This technique is quite general and can be easily extended to model and analyze
other AQM mechanisms. A very important by-product of our formulation is that we can map the
differential equation based TCP+AQM system into a classical control systems model. Standard
techniques can be used to analyze various mechanisms and propose improvements to algorithms
as well as guidelines for choosing parameters of the algorithms.
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Appendix B: Scalable Fluid Models and Simulations for
Large-Scale IP Networks

B1. INTRODUCTION

In this Appendix we show how scalable modeling can be used to speed up "simulations”. The idea
IS to abstract the behavior of IP networks into analytical models. Solving the models numerically
then yields performance metrics close to those of the original networks, thereby enabling an
understanding of the key aspects of the performance of networks. The starting point is the
differential equation based model described in Section 3.1. The differential equations represent
the expected or mean behavior of the system. Recent results [1,6] indicate that with appropriate
scaling the differential equations in fact represent the sample path behavior, rather than the
expected behavior. Hence, our solutions gain in accuracy as the size of the network is increased,
a somewhat surprising result. We solve the differential equations numerically, using the Runge-
Kutta method, and our simulations show speedups of orders of magnitude compared to packet
level discrete event simulators such as ns. Additionally, the time-stepped nature of our solution
mode lends itself to a particularly simple parallelization. We also perform optimization to identify
links that are not bottlenecks to speed up the simulations.

We also incorporate topological information in the set of differential equations in this Appendix.
Our model developed in Section 3.1 of the report (henceforth referred to as the MGTOO model)
defined a traffic matrix, which described the set of routers through which a particular set of flows
traverses. However, the order in which the flows traverse the routers is ignored, and this
information is potentially of critical importance. In Section B.2.2 we exemplify this with a
pathological case wherein the model described in this report yields misleading results corrected by
the refined model presented here. We also model the behavior of a number of variants of TCP
such as SACK, Reno and New-Reno. Going beyond RED [2], we incorporate other modern
AQM mechanisms such as AVQ [4] and PI control [3].

A related approach is that of [5]. In that approach, the authors exploit the model in Section 3.1
and the ideas of [1,6] to demonstrate that the behavior of the network is invariant if the flow
population and the link capacities are scaled together. Their approach to simulating large
populations of flows over high capacity links is to scale down the system to a smaller number of
flows over smaller capacity links, thereby making the simulation tractable for discrete event
simulators. The idea is appealing (and in fact applies to our approach too), however the technique
only explores the scaling in the population and capacity of the links. Our methodology enables
exploring a wider dynamic range of parameters. We can solve larger networks (links and routers)
than is possible using discrete event simulators. Preliminary results indicate that the computational
requirement of our method grows linearly with the size of the network, whereas the growth of the
computational requirement of discrete event simulators is super-linear in the size of the network.

B2. FLUID MODELS OF IP NETWORKS

In this section we present a fluid model of a network of routers serving a population of TCP
flows. We focus on persistent TCP connections working in congestion avoidance stage.
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B2.1. Network Model

The network is modeled as a directed graph G = (V,E) where V is a set of routers and E is a set
of links. Each link | has a capacity of C, bps. In addition, associated with each link is an AQM
policy, characterized by a probability discarding/marking function py(t), which may depend on
link state such as queue length. We develop models for AQMs with both marking and dropping.
For the clarity of presentation, we focus on AQMs with packet dropping unless explicitly
specified. The queue length of link | is gy(t), t > 0. Traffic propagation delay on link | is a.

The network G serves a population of N classes of TCP flows. We denote by n; the number of
flows in class i,i = 1,..., N. TCP flows within the same class have the same characteristics,
follow the same route and experience the same round trip propagation delays.

B2.2. Deficiencies in the MGTOO Model

The second equation, (4) in Section 3.1, models the average queue length behavior as the
accumulated difference between packet arrival rate at the queue, which is approximated by
YieniMiAi(t), and the link capacity C,. Observe that the approximation arises in replacing the
aggregate arrival rate at the queue at time t with the aggregate sending rate of the TCP flows
traversing that queue at t. These two quantities can significantly differ for two reasons: (1) flows
are shaped as they traverse bottleneck queues; and (2) the arrival rate at time t at a queue is a
function of the sending rate at a time t - d, where d is the sum of the propagation and queueing
delays from the sender up to the queue. This delay varies from queue to queue and from flow
class to flow class. An extreme example consists of one TCP class which traversing two identical
RED queues with bandwidth C in tandem. The TCP traffic will be shaped at the first queue so that
its peak arrival rate at the second queue is less than or equal, which equals the service rate of the
second queue. Clearly, there won't be any congestion in the second queue. However, from (4),
we will get identical equations for those two queues. Therefore the model predicts the same queue
length and packet dropping probability for them as shown in the Figure below.
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Figure 23: Importance of topology order
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B2.3. A Topology Aware Model

We have observed in the previous subsection the importance of accounting for the order in which a
TCP flow traverses the links on its path. In this section we present a model that takes into
account how flows are shaped and delayed as they traverse the network. This is achieved by
explicitly characterizing the arrival and departure rate of each class at each queue. The following
expressions relate the departure and arrival process at a queue along the forward path.

—Departure Rate When the queue length, gl (t), is zero, the departure rate at time t equals the
arrival rate. When the queue is not empty, the service capacity is divided among the competing
flows in proportion to their arrival rates. Thus, for each flow of class i and I, we have

Al(t), q(t)y=10
Dl(t) = .
B _._'__4;[.*—{55 ) _ Coqit) =0
ZJE.’\'! _4:‘.[.*—«3) VL

where d, is the queueing delay experienced by the traffic departing from I at time t. d; can be
obtained as the solution of the following equation

qi(t —dp) _

1.
) o

—Arrival Rate For each flow of class i, its arrival rate at the first queue on its route is just its
sending rate. On any other queue, its arrival rate is its departure rate from its upstream queue after
a time lag consisting of the link propagation delay. It is summarized in the following equation:

Ai(8), I =Fkis
Al(t) =

byl ; :
D.;T' "t — ap, (1)), otherwise

The evolution of the system is governed by the following set of differential equations:

(1) Window Size.

The window size Wi (t) of a flow of class i satisfies

dWi(t)  1{Wi(t) < M;) B W, (t)

At
dt R;(t) 2 )

where M; is the maximal TCP window size, R; (t) and 2; (t) denote the round trip time and the
loss indication rate at time t (in other words, as seen by the sender at time t).

(2) Queue Length

For each queue I, let N, denote the set of TCP classes traversing it. Then:

{!r-fﬂ i:?‘] Lo . oy
T = —1{q(t) > 0Ty + _Z\: niAL(t)
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We repeat the tandem queue experiment in Section B2.2. The revised topology order aware
model gives accurate queue length results at both queues as shown in Figure 23.

B2.4. Model Reduction

In most operating networks, congestion only occurs at a small set of links, such as access points
and peering points of ISPs. Most network links, especially in backbone networks, operate at low
utilization levels. Queues at those links will be always empty and no packet will be dropped.
Therefore there is no need to model queueing and RED behavior and maintain TCP states on
those links. The network model can be reduced so that we only solve queueing and RED
equations for potentially congested links and those uncongested links are transparent to all TCP
classes except for introducing propagation delays. This can greatly reduce the computation time of
the fluid model solver.

B3. EXPERIMENTAL RESULTS

We have performed extensive experiments to evaluate the accuracy and computation efficiency of
our fluid models. We present several representative experiments here.

For all the experiments in this section, we use TCP Newreno and RED with ECN marking as the
AQM policy. The TCP maximal window size is set to be 128. The step-size of the fluid model
solver is fixed at | ms. We start with a single bottleneck topology time varying TCP workload.
The fluid model's accuracy is tested by comparing its solution with simulation results obtained in
ns when the network operates in both stable and unstable regions. In Section B3.2, the fluid
model's scalability is demonstrated on a two bottleneck topology. The results show that the fluid
model is scalable in the link bandwidth and flow populations. In addition, its accuracy improves
as the link bandwidth scales up. In the last experiment, we test the capacity of our fluid model
based simulation on a large topology with more than 1,000 nodes and thousands of TCP classes
consisting up to 176,000 TCP flows. Computation results show that the fluid model approach is
promising for simulating large IP networks.

B3.1. Accuracy of Fluid Model

The first experiment demonstrates the accuracy of our fluid model. As shown in the following
Figure, there are 3 TCP classes. Each TCP class consists of 20 homogeneous TCP flows. The
bottleneck link is between B1 and B,. It has bandwidth of 1 OMbps and propagation delay of
25ms. All other links in the network have bandwidth of 100Mbps and propagation delay of
20ms. There are a total of 14 queues. After model reduction, the fluid model only needs to
simulate 4 queues which potentially have congestion. TCP classes 1 and 2 start at time 0. After
40 seconds, class 2 stops sending data. The number of TCP flows on the bottleneck link reduces
from 40 to 20. The system enters an unstable region. At 70 second, both class 2 and class 3
become active. TCP workload increases by a factor of 3. The system eventually settles around a
stable operation point.
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Figure 24: Single bottleneck network with dynamic workload

We compare the fluid model solution with results obtained from ns. Figure 25(a) plots one TCP
connection's window sample path and the average window size we obtained from both ns and
fluid model. The fluid model captures the average window behavior very well both when the system
is stable and unstable. Figure 25(b) plots instantaneous queue length from ns and the average
queue length predicted by the fluid model. We also observe a good match, which implies the fluid
model calculates RED packet marking probability accurately.
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Figure 25: Results for single bottleneck topology

B3.2. Model Scalability with Link Bandwidth

The second set of experiments demonstrates the fluid model's scalability with link bandwidth and
flow populations. We set up 3 TCP classes on a network of 8 links as in the Figure below.
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Figure 26: Network with two bottlenecks

Link bandwidth and flow population within each class are set to be proportional to a scale parameter
K, which ranges from 1 to 100. The link between nodes 2 and 4, and the link between nodes 6
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and 8 have bandwidths of K * 10Mbps. Other links have bandwidths of K * 100Mbps. Each TCP
class consists of K * 40 TCP flows. In order for simulation results at different scales to be
comparable, we make RED thresholds t™" and t™ proportional to K and its queue averaging
weight o is inversely proportional to K. There are a total of 16 queues in the network. Our
model reduction algorithm identifies 12 of them as uncongested that don't need to be simulated.
For each K, we simulate the network for 100 seconds using both ns and the fluid model solver.
The Figures below show simulation results for K = 1 and K = 10 respectively.
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Figure 27: Simulation results when K=1
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Figure 28: Simulation results when K=10

Tables I and 11 list simulation statistics of queue lengths and throughputs, including the mean
obtained from both ns simulation and fluid model, the standard deviation of ns results and the
absolute difference between ns and fluid model results, ns simulation results eventually converge
to fluid model solution as K gets larger.

TableI. Sending Rate of Classl
K 1 10 50 100
ns mean 420 | 416 425 418
nsstd. dev. | 059 | 028 | 0.766 | 021
FFM 416 | 416 | 416 | 416
abs. diff. 141 | 047 | 090 022
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Table II.  Queue Length at Bottleneckl

K 1 10 50 100

115 mean 1004 | 9954 | 4875 0.942
ns std. dev. 187 595 100 162
FFM 991 9905 | 4953 | 9905
abs. duff. 14.5 46.4 91.8 134

Because the fluid model is scalable with both link bandwidth and flow population, the
computation cost to obtain model solution is invariant to the scale parameter K. On the other
hand, the number of packets need to be processed in ns grow as link bandwidth and number of
flows scale up. It takes much longer for n s simulation to finish when K = 100 than K = 1. Table
Il lists pure computation costs in unit of second of ns and the fluid model, both without
dumping data. The larger the scale, the bigger the computation savings are for the fluid model.

Table III. Computation Cost of nes and Fluid Model
K 1 10 50 100
ns 125 122 083 1.676
FFM 0766 | 0.766 | 0.766 | 0.766
Speedup | 1632 | 1593 | 1,283 | 2.188

B3.3. Experience with Large IP Networks

In this experiment, we test our fluid model's capacity to simulate large networks. We use a
structured network topology adapted from a baseline network model posed as a challenge to large
network simulators by the DARPA Network Modeling and Simulation program.

At a high level, the topology can be visualized as a ring of N nodes. Each node in the ring
represents a campus network and is connected to its two neighbors by links with bandwidth of 9.6
Gbps and random delays uniformly distributed in the range of 10-20ms. In addition, each node is
connected to a randomly chosen node other than its neighbors through a chord link. The Figure
below on the left illustrates a ring structure generated for N = 20.

e
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(a) Ring Structure (b) Topology of Subnetworks

Figure 29: Topology of a large IP network
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The campus networks at all nodes share the same topology shown in Figure 29. Each campus
network consists of 4 sub networks: Net 0,1,2,3. All the links in campus networks have bandwidth
of 2.5 Gbps.

Node 0.0 in Net 0 acts as the border router and connects to border routers of other campus
networks. The links within Net 0 have random delays uniformly distributed in the range of 5 -
10ms. Links connecting 0.x to other sub-networks have random delays uniformly distributed in
the range of 1 - 5 ms. All links in Net 1, Net 2 and Net 3 have random delays of | - 2 ms. Net 1
contains two routers and four application servers. Net 2 and Net 3 each contains four routers
connecting to client hosts.

The traffic consists of persistent TCP flows. From each router in Net 2 and Net 3, there are 8 TCP
classes. Four of them are destined to servers in its neighboring campus network. The other four
classes are destined to servers in the campus network that connects to it through a chordal link.
Each TCP class contains K homogeneous TCP flows.

In total, the entire network has 19N nodes, 44N queues, and 64N TCP classes. Our experiment is
carried on a Dell Precision Workstation 530, which is configured with two Pentium IV processors
(2.2 GHz) and 2 GB memory. However, as our program is not parallelized, only one processor is
utilized. We fix the flow population of each TCP class at 50 and vary the number of campus
networks on the ring from 5 to 55. Each topology is simulated for 100 seconds. Our model
reduction algorithm identifies nearly 60% queues as uncongested. The Figure below illustrates
simulation times that grow almost linearly with the number of campus networks. The simulation
of the largest topology, which consists of 1,045 nodes and 176,000 TCP flows, completed after
74 minutes and 7.2 seconds when the step-size is set to be | ms. This simulation time can be
reduced linearly when we use a larger step-size.

Figure 30: Computation cost as a function of N

B4. CONCLUSIONS AND FUTURE WORKS

In this appendix, we have developed a methodology to obtain performance metrics of large, high
bandwidth IP networks. We started with the basic fluid model developed in Section 3.1 and
made considerable improvements and enhancements to it. Most importantly, we made the model
topology aware. That contribution alone is of independent interest in terms of theoretical (fluid)
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studies of such networks, as topology awareness can play a critical part in conclusions regarding
stability and performance as we demonstrated by a simple tandem queue example. Our solution
methodology is computationally extremely efficient, and the scalable model enables us to obtain
performance metrics of high bandwidth networks that are well beyond the capabilities of current
discrete event simulators. Our technique also scales well with the size of the network, displaying a
linear growth in computational complexity, as opposed to a super-linear one observed with
discrete event simulators. The time stepped nature of our solution lends itself to a straightforward
parallel implementation, pointing to another possible avenue of "simulating” large networks.
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Appendix C. Monitoring and Early Detection of Internet
Worms

Cl. Introduction

Currently, some organizations and security companies, such as the CERT, CAIDA, and SANS
Institute [7] [8] [32], are monitoring the Internet and paying close attention to any abnormal traffic.
When they observe abnormal network activities, their security experts immediately analyze
these incidents. Given the fast-spreading nature of Internet worms and their severe damage to
our society, it is necessary to set up a nation-scale worm-monitoring and early-warning system.
(The US Department of Homeland Security has launched a "Cybersecurity Monitoring Project”
in October 2003 [40]).

A straightforward way to detect an unknown (zero-day) worm, is to use various anomaly
detection systems. There are many well-studied methods or systems in the anomaly "intrusion
detection™ research area. For example, the "IDES" [13], "NIDES" [5] and "eBayes" [39] from
SRI International; the anomaly intrusion detection method [15] based on "sequences of system
calls"; the automatic model-construction intrusion detection system based on data-mining of
audit data [24], etc.

Anomaly intrusion-detection systems usually concentrate on detecting attacks initiated by
hackers. In the case of Internet worm detection, we find that we can take advantage of the
difference between a worm's propagation and a hacker's intrusion attack. A worm code exhibits
simple attack behaviors; all computers infected by a worm send out infection traffic that has
similar statistical characteristics. Moreover, a worm's propagation in the Internet usually follows
some dynamic models because of its large-scale distributed infection. On the other hand, a
hacker's intrusion attack, which is more complicated, usually targets one or a set of specific
computers and does not follow any well-defined dynamic model in most cases.

Based on this observation, we present a new detection methodology, "trend detection”, by using
the principle "detecting monitored traffic trend, not burst” [45]. Our "trend detection” system
attempts to detect the dynamic trend of monitored traffic based on the fact that, at the early
stage, a worm propagates exponentially with a constant, positive exponential rate. The "trend"
we try to detect is the exponential growth trend of monitored traffic.

Based on worm propagation dynamic models, we detect the presence of a worm in its early
propagation stage using the Kalman filter estimation algorithm, which is robust to background
noise existing in the monitored data. The Kalman filter is activated when the monitoring system
encounters a surge of illegitimate scan activities. If the infection rate estimated by the Kalman
filter, which is also the exponential growth rate of a worm's propagation at its early stage,
stabilizes and oscillates slightly around a constant positive value, we claim that the illegitimate
scan activities are mainly caused by a worm, even if the estimated worm infection rate is still
not well converged. If the monitored traffic is caused by non-worm noise, the traffic will not have
the exponential growth trend, and the estimated value of the infection rate would converge to
zero or oscillate around zero. In other words, the Kalman filter is used to detect the presence of a
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worm by detecting the trend, not the burst, of the observed illegitimate traffic. In this way, the
noisy illegitimate traffic in the Internet we observe everyday will not cause too many false alarms
in our detection system.

In addition, we present a formula to predict a worm's vulnerable population size when the
worm is still at its early propagation stage. We also present a formula to correct the bias in the
number of infected hosts observed by a monitoring system. This bias has been mentioned in [10]
and [29], but neither of them has presented methods to correct it. In this way, we can know
how many computers in the global Internet are really infected based on local monitored data.
Furthermore, we point out that in designing a worm monitoring system, the address space
covered by a monitoring system should be as distributed as possible in order to monitor and
detect non-uniform scan worms, especially a sequential scan worm such as Blaster.

C2. Related Work

In recent years, people have paid attention to the necessity of monitoring the Internet for
malicious activities. Symantec Corp. has an "enterprise early warning solution™ [1], which
collects IDS and firewall attack data from the security systems of thousands of partners to keep
track of the latest attack incidents. The SANS Institute set up the "Internet Storm Center" [17],
which could gather the log data from participants’ intrusion detection sensors distributed around
the world.

In the academic research area, Moore et al. [29] presented the concept of "network telescope”
to use a small fraction of unused IP space for observing security incidents in the global
Internet. Pang et al. [30] called the abnormal traffic to unused IP space as "background
radiation™, and presented detailed measurement analysis and characterization of such monitored
traffic. From another perspective, Berk et al. [6] proposed a monitoring system by collecting
ICMP "Destination Unreachable™ messages generated by routers for packets to unused IP
addresses. In "honeypot” research, "Honeynet" [16] is a network of honeypots to gather
comprehensive information of attacks; "Honeyd" presented by Provos [31] is a virtual honeypot
framework to simulate many virtual computer systems at the network level.

The monitoring system we present in this appendix can be incorporated into the current
monitoring systems such as the SANS "Internet Storm Center”. Our contribution in this context
is to point out the infrastructure specifically for worm monitoring, and what data should be
collected for early detection of worms. We also emphasize the functionality of egress
monitors, which has been overlooked in previous research. Worm monitors can be set up as
ingress and egress filters on routers, which cover more IP space and gather more comprehensive
information than the log data collected from intrusion detection sensors or firewalls for current
monitoring systems.

In the area of worm modeling, Kephart, White and Chess of IBM performed a series of studies
from 1991 to 1993 on viral infection based on epidemiology models [21] [20] [22]. Staniford et
al. [37] used the classical epidemic model to model the spread of Code Red right after the
Code Red incident on July 19th, 2001; they also proposed several more vicious worms in the
same paper. Zou et al. [46] presented a "two-factor" worm model that considered both the
effect of human countermeasures and the effect of the congestion caused by extensive worm
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scan traffic. Chen et al. [10] presented a discrete-time version worm model that considered the
patching and cleaning effect during a worm's propagation.

For a fast spreading worm such as Slammer, it is necessary to have automatic response and
mitigation mechanisms. Moore et al. [28] discussed the effect of Internet quarantine for con-
taining the propagation of a worm. Williamson [42] proposed a general rate-limiting "throttling"
method to greatly constrain infection traffic sent out by infected hosts while not affecting normal
traffic. Zou et al. [47] presented a feedback dynamic quarantine system for automatic mitigation
by borrowing two principles used in the epidemic disease control in the real world:
"preemptive quarantine” and "feedback adjustment.” Staniford [36] presented automatic worm
quarantine for enterprise networks by using "CouterMalice™ devices to separate an enterprise
network into many isolated subnetworks. Weaver et al. [41] further improved the CounterMalice
quarantine by designing hardware-centered quarantine algorithms. Jung et al. [18] [19] proposed a
"threshold random walk" algorithm to quickly detect and block worm scans based on the
excessive illegal scans sent out by worm-infected hosts. "EarlyBird" in [35] and "Autograph™ in
[23] detect and block worm spreading through identifying the common characteristics, such as a
common bit-string, among all infection network traffic of a worm. Wu et al. [43] proposed
a victim counter-based detection algorithm that tracks the increased rate of new infected
hosts.

Our early detection system tries to detect the presence of a worm in the global Internet. For
worm detection in local networks, Staniford-Chen et al. [38] presented "GrIDS", which can
detect worm-infected hosts in a local network through building the worm's infection graph
(based on monitored infection traffic between all hosts); Dagon et al. [11] presented a
"honeystat” worm detection method by correlating infection statistics provided by local
honeypots when a worm tries to infect them. The CounterMalice quarantine device [36] also
tries to detect infected hosts in local enterprise networks.

We assume that the IP infrastructure is the current IPv4. If IPv6 replaces IPv4, the vast IP space
of the IPv6 would make it futile for a worm to propagate through blindly IP scanning [50].
However, we believe IPv6 will not replace IPv4 in the near future, and worms will continue to
use various random scan techniques to spread in the Internet.

C3. Worm Propagation Model

A promising approach for modeling and evaluating the behavior of malware is the use of fluid
models. Fluid models are appropriate for a system that consists of a large number of vulnerable
hosts, which is the case for Internet-scale worm propagation modeling. In epidemiology research,
the simple epidemic model [12] assumes that each host resides in one of two states: susceptible or
infected. The model further assumes that once infected by a virus or a worm, a host remains in
the infectious state forever. Thus any host has only one possible state transition: susceptible —
infected. The simple epidemic model for a finite population is

e aniv -1, 1)
dit
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where I; is the number of infected hosts at time t; N is the size of vulnerable population before
any of them is infected; and £ is called the pairwise rate of infection in epidemic studies [12]. At t
=0, lp hosts are initially infected while the remaining N - h hosts are susceptible.

This model captures the basic mechanism of the propagation of a random-scan worm, especially
for the initial stage of a worm's propagation when the effect of human counteractions and
network congestion is ignorable [46]. A sequential-scan worm (such as Blaster), or a subnet-
scan worm (such as Code Red IlI), propagates differently from a uniform-scan worm.
However, through simulation and analysis, [48] showed that the propagation of these worms still
closely follows the epidemic model (1).

The discrete-time version of the simple epidemic model (1) can be written as
Ii = (1+aA) 1 — BAI .
where
a = AN.

We call o the infection rate because it is the average number of vulnerable hosts that can be
infected per unit of time by one infected host during the early stage of a worm’s propagation.

The epidemic model (1) has its limitations. First, the model assumes that all hosts can directly
contact each other, which means it is not suitable for a topological worm (such as Morris [33]) or
a mass-mailing email virus [49]. Second, if worm-infected hosts collaborate their infection
efforts, such as the divide-and-conquer approach or the permutation scan used by the Warhol
worm [37], then the worm's propagation will deviate from the epidemic model.

For the epidemic model (1), The following Figure shows the dynamics of I; as time goes on
for one set of parameters. We can roughly partition a worm's propagation into three phases:
the slow start phase, the fast spread phase, and the slow finish phase. During the slow start
phase, since I; «N, the number of infected hosts increases exponentially (model (1) becomes
dl/dt « fNI;). After many hosts are infected and then participate in infecting others, the worm
enters the fast spread phase where vulnerable hosts are infected at a fast, near linear speed. When
most vulnerable computers have been infected, the worm enters the slow finish phase because the
few leftover vulnerable computers are difficult for the worm to search out.
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Figure 31: Worm propagation model

C4. Monitoring System

In this section, we propose the architecture of a worm monitoring system. The monitoring
system aims to provide comprehensive observation data on a worm's activities for the early
detection of the worm. The monitoring system consists of a Malware Warning Center (MWC)
and distributed monitors as shown in the Figure below.
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Figure 32: A generic worm monitoring system

A. Monitoring System Architecture

There are two types of monitors: ingress scan monitors and egress scan monitors. Ingress scan
monitors are located on gateways or border routers of local networks. They can be the ingress
filters on border routers of the local networks, or separated passive network monitors. The goal
of an ingress scan monitor is to monitor scan traffic coming into a local network by logging
incoming traffic to unused local IP addresses. For management reasons, local network
administrators know how addresses inside their networks are allocated; it is relatively easy for
them to set up the ingress scan monitor on routers in their local networks. For example, during
the Code Red incident on July 19th 2002, a "/8" network at UCSD and two "/16" networks at
Lawrence Berkeley Laboratory were used to collect Code Red scan traffic. All port 80 TCP SYN
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packets coming in to nonexistent IP addresses in these networks were considered to be Code
Red scans [27].

An egress scan monitor is located at the egress point of a local network. It can be set up as a
part of the egress filter on the routers of a local network. The goal of an egress scan monitor is
to monitor the outgoing traffic from a network to infer the scan behavior of a potential worm.

Ingress scan monitors listen to the global traffic in the Internet; they are sensors for global
worm incidents (called "network telescope™ in [29]). However, it is difficult to determine the
behavior of each individual infected host from the data collected by ingress scan monitors
because such monitors can only capture a small fraction of scans sent out by an infected host.
On the other hand, if a computer inside a local network is infected, the egress scan monitor on
this network's routers can observe most of the scans sent out by the compromised computer.
Therefore, an egress scan monitor is good at observing a worm's scan rate and scan distribution,
e.g., uniform scan (such as Code Red), or subnet scan (such as Code Red Il and Sasser), or
sequential scan (such as Blaster).

In order to provide early warning in real-time, distributed monitors are required to send
observation data to the MWC continuously without significant delay, even when a worm's scan
traffic has caused congestion to the Internet. For this reason, a tree-like hierarchy of data
mixers can be set up between monitors and MWC: MWC is the root; the leaves of the tree are
monitors. The monitors nearby a data mixer send observed data to the data mixer. After fusing
the data together, the data mixer passes the data to a higher level data mixer or directly to MWC.
An example of data fusion is the removal of repetitive IP addresses from the list of infected hosts.
However, the tree structure of data mixers creates single points of failure, thus there is a trade-off
in designing this hierarchical structure.

B. Location of Distributed Monitors

Ingress scan monitors on a local network may need to be placed on several routers instead of only
on the border router because the border router may not know the usage of all IP addresses of this
local network. In addition, since worms might choose different destination addresses by using
different preferences, such as subnet scanning, we need to use distributed address spaces with
different sizes and characteristics to ensure proper coverage. Later on, we show that for
monitoring non-uniform scan worms such as Blaster, the IP space covered by a monitoring
system should be as distributed as possible.

For egress scan monitors, worms on different infected computers may exhibit different scan
behaviors. For example, Slammer's scan rate is constrained by an infected computer's bandwidth
[26]. Therefore, we need to set up distributed egress filters to record the scan behaviors of many
infected hosts at different locations and in different network environments. In this way, the
monitoring system could obtain a comprehensive view of the behaviors of a worm. For example,
it can get a better observation of the average number of scans an infected host sends out per unit
of time.
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C5. Data Collection and Bias Correction

After setting up a monitoring system, we need to determine what kind of data should be
collected. The main task for an egress scan monitor is to determine the behaviors of a worm,
such as the worm's average scan rate and scan distribution. Denote # as the "average worm
scan rate", which is the average number of scans sent out by an infected host in a unit time.
Thus in a monitoring interval A, an infected host sends out on average #A scans. The ingress
scan monitors record two types of data: the number of scans they receive, and the source IP
addresses of computers that send scans to them.

If all monitors send observation data to MWC once in every monitoring interval, then MWC
obtains the following observation data at each discrete time epoch t,t=1,2,,,,:

(1) The number of scans monitored in a monitoring interval from discrete time (t - 1) to t,
denoted by Z;,

(2) The cumulative number of infected hosts observed by the discrete time t, denoted by C;
(3) A worm's scan distribution,
(4) A worm's average scan rate .

Let us first focus on worms that uniformly scan the Internet. Let p denote the probability that a
worm's scan is monitored by a monitoring system. If ingress scan monitors cover m IP
addresses, then a worm's scan has the probability p = m/2% to hit the monitoring system. We
assume that in the discrete-time model all changes happen right before the discrete time epoch t,
then we have

E|Zy = nApli_

In order to detect non-uniform scan worms, it is important to observe a worm's scan distribution
since it affects how we should use monitored data in our early detection. For example, if a
subnet-scan worm has a higher preference in scanning local "/16" IP space, we can remove
these "/16" local scans from monitored data Z; in order to observe the worm's global scan trend.
For a sequential scan worm, we can first apply a low-pass filter on monitored data Z; to remove
its excessive high-frequency noise before using the Kalman filter for early detection.

An egress scan monitor can observe the scan rates of all its internal infected hosts. If egress
scan monitors cover many infected hosts, and if the scan rate of the worm does not vary too
much, then we can obtain an accurate estimation of 7, the worm's average scan rate.
However, it is hard for the monitoring system to obtain an accurate estimate of # for a
bandwidth-limited worm, such as Slammer or Witty, since the worm's scan rate could vary over
several orders of magnitude [26] [34].

In [45] we derive the following estimate for the number of infected hosts at time, ft

f _ Ct+l_(1_ p)”ACt
Co1-@-p
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Expressions for the error are also given in [45]. The following Figure shows how well this
estimator performs when the monitored IP address space is 2** in the case of a Code Red style
worm.
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Figure 33. Estimate of number of infected hosts.

C6. Early Detection and Estimation of Worm Virulence

We present estimation methods based on recursive filtering algorithms (e.g., Kalman filters
[4]) for stochastic dynamic systems. At MWC, we recursively estimate the parameter a based
on observation data at each monitoring interval in order to detect a worm at its early
propagation stage.

Let yi1, Y2, - -+, Y, be the measurement data used by a Kalman filter estimation algorithm.
Suppose the observations have one monitoring interval delay:

Vi = 5|t_1 + Wi,

where wt is the observation error. ¢ is a constant ratio: if we use Z; as yi, then 6 = yAp; if we
use I, —1 derived from C; by the bias correction, then = 1. We use the following recurrence
for I;

Inl; = tAa + Inly,

Aa
We take as the state of the Kalman filter X, { K J Now H; = [ t-ty 1] and the system is

described by

Xt Xt—l
Iny, = HX, +v{
The Kalman filter estimating X; is
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where 7 is the weight of the t-th error term in the Least Square (LS) estimation algorithm [25].
We can use it to adjust whether our estimation should rely more on recently monitored data (z;
increases as t increases) or equally on all monitored data (z; is a constant).

For a uniform-scan worm, we present an effective way to predict the population size N based on
the observation data # and the estimate «. In this way, we can know how many computers are
vulnerable in the Internet when a worm is still in its slow start phase. A uniform-scan worm sends
out on average z scans per unit time; each scan has the probability N/2* to hit a host in the
population under consideration. Hence, at the beginning when most hosts in the vulnerable
population N are still vulnerable, a worm can infect on average #N/2% hosts per unit time. (The
probability of two scans sent out by a single infected host hitting the same target is negligible).
From the definition of infection rate a, we have a = yN/2%%. Therefore, the population N is

J-'\-'_ _ 232!1
n

where the average worm scan rate # is directly estimated from monitored data generated by
egress scan monitors. When we use one of the Kalman filters above to estimate o, we can use the
equation above to estimate N along with the Kalman filter estimation. In this way, the
estimation of N has similar convergence properties to the estimation of a from the Kalman
filter.

MWC collects and aggregates reports of worm scans from all distributed monitors once in every
monitoring interval in real-time. For each TCP or UDP port, MWC has an alarm threshold for
monitored illegitimate scan traffic Z;. The observed number of scans Z; which contains non-
worm noise, is below this threshold when there is no global spreading worm. This threshold can
be chosen based on observations on normal days when no wide-spreading worm exists in the
Internet. If the monitored scan traffic is over the alarm threshold for several consecutive
monitoring intervals, e.g., Z; is over the threshold for three consecutive times, a Kalman filter
will be activated. Then MWC begins to record C; and calculates the average worm scan rate #
from the reports of egress scan monitors. Because C; is a cumulative observation data that could
cumulate all non-worm noise, MWC begins to record data C; only after the Kalman filter is
activated. The Kalman filter can either use C; or Z; to estimate all the parameters of a worm at
discrete time t (t =1,2,3, ...).

The recursive estimation will continue until the estimated value of « shows a trend: if the
estimate stabilizes and oscillates slightly around a positive constant value, we have detected the
presence of a worm; if the estimate converges to or oscillates around zero, we believe the surge
of illegitimate monitored traffic is caused by non-worm noise.
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C7. Simulation Experiments

In this section, we describe the extensive simulations we used to study: (1) how a random-scan
worm and a sequential-scan worm propagate; and (2) the performance of our Kalman filter-based
early detection system. In addition, we show that the address space covered by the worm
monitoring system should be as distributed as possible in order to better monitor non-uniform
scan worms, especially a sequential-scan worm such as Blaster.

In our simulation experiments, we do not simply use the epidemic model (1) to numerically
generate a worm's propagation curve. Instead, we have programmed discrete-time worm
propagation simulators, which can be downloaded from [44], to simulate the detailed scanning
behaviors of scans sent out by each infected host during each discrete time interval. In this
way, we can accurately simulate the detailed propagation of a worm that uses any kind of
scanning strategy.

A. Simulation Settings

We have simulated Code Red [2], SQL Slammer [26], and a sequential-scan worm similar to
Blaster [3]. First, we explain how we choose the simulation parameters. In the case of Code
Red, more than 359,000 Code Red infected hosts were observed on July 19th 2001 by
CAIDA [27]. Thus in our simulation we set the Code Red vulnerable population N =
360,000. Staniford et al. [37] used a different format but the same epidemic model as (1) to
model Code Red, where their model's parameter K is actually K = N = a [46]. They
determined that K = 1.8 for the time scale of one hour. Therefore, for the discrete time unit of one
minute in our simulation, « = 1.8/60 = 0.03. From (32) we can reversely derive 5 = 2%%a/N =
358 per minute, i.e., Code Red sends out on average about 358 scans per minute per infected
host.

Because different infected hosts have different scan rates, we assume that each infected host
has a constant scan rate x, a rate that is independently predetermined by a normal distribution
N(;,6%), where ¢ = 100 (the scan rate x is bounded by x >1). In our simulation, ingress scan
monitors cover 2%° IP space. We also assume lo = 10 at the beginning.

Because of the sequential scan used by Blaster, people do not have a good estimation of how
many computers were really infected by Blaster within the days following the worm's outbreak.
We will explain the reason for this later in our experiments (shown in Fig. 10). In addition, there is
no authoritative study of this worm's scan rate ». Therefore, in this appendix we simulate and
study a sequential-scan worm that has the same "local preference” as Blaster [3], which is called
a "Blaster-like" worm in this appendix. Since we want to understand how the sequential scan
affects a worm's propagation and our early detection system, we give this Blaster-like worm the
same parameters as Code Red in order to compare it with Code Red, i.e., we set the Blaster-
like worm to have N = 360,000, »= 358 per minute. Each worm's scan rate x follows normal
distribution N(358, 100%) with the bound x>1, and Io = 10 at the beginning.

For a uniform-scan worm, such as Code Red, the distribution of vulnerable hosts in the Internet
will not affect the worm's propagation. However, this distribution may affect the propagation of
Blaster [48] because of its sequential scan. Since we do not know the true distribution of
vulnerable hosts in the Internet, in our simulations of the Blaster-like worm, we assume
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vulnerable hosts are uniformly distributed in the IP space defined by BGP routing prefixes,
which is less than 30% of the entire IPv4 space [50].

We should choose an appropriate monitoring interval A in the Kalman filter estimation. A
should not be too big in order to obtain enough sampling points in a worm's slow start phase for
the Kalman filter. On the other hand, a too small monitoring interval puts more pressure on the
MWC data collection, and introduces more monitoring statistical error w; in (17) (because we
can observe fewer worm scans in a smaller monitoring interval). In the discrete-time
simulations in this appendix, the monitoring interval A is set to be one minute for Code Red
and the Blaster-like worm. SQL Slammer propagates much faster and can finish infection in
about 10 minutes [26]. Hence its monitoring interval should be much shorter in order to catch
the dynamics of this worm. For this reason, the monitoring interval for Slammer is set to be one
or several seconds.

B. Background Noise Consideration

We need to consider background non-worm noise in our simulations. Fortunately, Goldsmith
[14] provided simple data of the background noise for Code Red activities monitored on a
"/16" network (covers 2° IP addresses). He recorded TCP port 80 SYN requests from Internet
hosts to any unused IP addresses inside his local network. Such data are exactly the monitored
data collected by ingress scan monitors in our proposed monitoring system. His monitored data
showed that the background noise was small compared to Code Red traffic and the noise did not
vary much. If we use normal distribution to model the background noise, then for each hour the
number of noise scans follows N(110.5,30%) and the number of source hosts that send noise
follows N(17.4, 3.3%).

We try to hold the statistics of the observed background noise in our experiments: we monitor
22° |P space, which is 16 times larger than what Goldsmith monitored, so the number of noise
scans or noise sources should be enlarged by 16 times. We use one minute instead of one
hour as the monitoring interval, thus we should decrease the number of noise scans or noise
sources by 60. In this way, in our simulations of Code Red and the Blaster-like worm, the noise
added into the observation data at each monitoring interval follows N(29.5,8%) for Z; and
N(4.63,0.893%) for C.. Of course, this kind of extension of noise is very rough, but it is the best
we can do based on the data available. Currently, we are trying to obtain detailed log data on
previous worms from other researchers in order to have more realistic experiments.

In the simulation experiments, the alarm threshold for Z; is set to be two times as large as the
mean value of the background noise, i.e., the alarm threshold is 29.5 x 2 = 59. The Kalman
filter we use in early detection will be activated when the monitored scan traffic Z; is over the
alarm threshold for three consecutive monitoring intervals. In this way, the Kalman filter will not
be frequently activated by the surge of background noise traffic in the normal days.

C. Code Red Simulation and Early Detection

We simulate Code Red propagation for 100 simulation runs with the same input parameters but
different seeds for random number generator. The following Figure shows the number of infected
hosts as a function of time for three cases: the average value, the 95th percentile, and the 5th
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percentile. The curve of 95th percentile means that in 95 out of our 100 simulation runs, Code
Red propagates no faster than this curve represents.
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Figure 34: Code Red propagation and its variability (100 simulation runs)

This figure shows that a worm propagates slightly differently in different sample runs. The
propagation speed difference is mainly caused by a worm's spreading at the beginning, when only
several infected hosts scan and attempt to infect others. In fact, we have chosen Ip = 1 and run
Code Red propagation for another 100 simulation runs. It shows that Code Red in the 10 = 1
case propagates more variously than the one shown in the figure above, where 10 = 10.

For one simulation run of Code Red propagation, The Figure below shows the estimation of the
worm infection rate a as a function of time by using three Kalman filters based on three discrete-
time models: epidemic model, AR exponential model, and transformed linear model,
respectively. This figure shows the estimates by using the processed monitored data Z; after
subtracting the average value of background noise from it. We can obtain the average value
of noise based on the observations before activating the Kalman filter. We can use either the
monitored data Z; or the data C; after bias correction to estimate o for Code Red. They provide
the similar estimation results [45]. Later, when we study the early detection of the Blaster-like
worm, because of its non-uniform scan, we cannot use the bias correction for the monitored data
C: and have to rely on the monitored data Z; in our early detection. Therefore, in this appendix
we will only discuss early detection by using the monitored data Z;.

In this simulation run, Z; at time 126, 127, and 128 minutes are over the alarm threshold
59, thus the Kalman filter is activated at time 128 minutes. The Figure below shows that the
Kalman filter estimation based on the transformed linear model provides a much better estimation
result than the other two because the noise v'{ introduced by the transformed linear model (7) is
much smaller than the noise v; and v[ introduced by the other two models.
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Figure 35: Kalman filter estimation of Code Red infection rate (for one simulation run)

In the Code Red simulation run shown in the Figure above, the worm infects 0.3% of
vulnerable computers in the Internet at time 157 minutes. If we use the transformed linear
model in our early detection, Plot (c) in the Figure above shows that the estimate of a has already
stabilized at a positive constant value by that time. Therefore, we can detect the presence of
Code Red when it has only infected 0.3% of all vulnerable population in the Internet. For the
remaining 99 Code Red simulation runs, we have done such early detection by using Kalman
filters and have achieved the similar early detection performance. In [45], we have shown that
the early detection system can achieve a similar detection performance — detect a worm
when it infects a similar fraction of the vulnerable population — no matter whether this worm
propagates faster or slower in those 100 simulation runs.

The Kalman filter based on epidemic model is still useful since it is able to estimate worm
infection rate « during the whole propagation period of a worm. On the other hand, because
the transformed linear model is derived from the exponential-growth model (7), its Kalman filter
will underestimate o when the worm enters its "fast spread phase". The Figure below shows the
estimation results from these two Kalman filters before the worm infects 80% of vulnerable
hosts at time 400 minutes. It shows that we should use these two Kalman filters together in the
early detection of a worm.
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Figure 36: Long-term Kalman filter estimation

We predict the vulnerable population size N at each discrete time when we update the estimate
of a from Kalman filters. The following Figure shows the estimated value of N as a function of
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time based on the Kalman filters of transformed linear model and epidemic model, respectively.
Because the estimate of N is proportional to the estimate of a, this figure has the same pattern as
the Figure above. In a real implementation, we should combine both estimation curves shown in
the Figure below to predict the vulnerable population size N.
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Figure 37: Estimate of the vulnerable population size N of Code Red

Because Slammer propagates in the same way as Code Red — by uniformly scanning the
Internet — its propagation and its early detection are very similar to the methods used for
detecting Code Red [45]. (We choose # = 4000/sec as explained in [26] and # = 1 second).
Therefore, we do not repeatedly show the early detection of Slammer here.

D. Blaster-like Worm Simulation and Early Detection

Each Blaster infected host scans the entire IP space sequentially from a selected starting point. To
select this starting IP address, each worm copy has a 40% probability to choose the first address
of its "Class C"-size subnet (x.x.x.0), and a 60% probability to choose a completely random IP
address [3]. In our simulations, we let the Blaster-like worm to have the same local preference in
selecting its starting point.

Since we select the same parameters for simulations of both Code Red and the Blaster-like worm,
we can compare them to study how the sequential scan affects a worm's propagation. Again, we
run the simulation of the Blaster-like worm for 100 simulation runs. The Figure below
shows the 95th percentile and 5th percentile of the worm's propagation compared with the
previous Code Red simulations shown earlier.
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Figure 38: Worm propagation comparison between Code Red and Blaster-like worm

Even though the simple epidemic model (1) is derived based on uniform scanning, our
simulation experiments show that the Blaster-like worm can still be accurately modeled by the
simple epidemic model (1), and thus the worm can be modeled by the three discrete-time models
presented in this appendix. This is consistent with a conclusion in [48], which shows that a
sequential-scan worm has the same propagation dynamics as a uniform-scan worm when the
vulnerable hosts are uniformly distributed.

However, we should keep in mind that a worm's propagation is in fact a stochastic process; the
epidemic model (1) is accurate only when both the number of vulnerable hosts and the number
of infected hosts are relatively large. For example, no ordinary differential equation models are
suitable to model the very end of a worm's propagation when the worm finishes infecting the last
several vulnerable hosts, which can only be modeled accurately by a stochastic model. Since we
study an Internet-scale worm's propagation that involves hundreds of thousands or even millions
of computers, the epidemic model (1) is a good abstract model for modeling a worm's dynamics
except the very beginning and the very end of the worm's propagation.

The following Figure shows that the Blaster-like worm propagates slower than Code Red. Zou et
al. [48] pointed out that this is because the Blaster-like worm selects its starting scanning point
with a local preference, not because of its sequential scan mechanism.
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Figure 39: Blaster-like worm propagation and its monitored data
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Because of its sequential scan, when monitoring the Blaster-like worm, we cannot let the
monitoring system cover only one big block of IP address space — such a monitoring system
can only observe a very small fraction of infected hosts in the Internet. For example, if a
sequential scan worm has the same fast scan rate # = 4000 per second as Slammer [26], each
infected host will take 232/;7 = 12.4 days to finish scanning the entire IPv4 space. Therefore,
most hosts infected by the Blaster-like worm will take days before their scans hit the big block IP
address space monitored in such a monitoring system.

For this reason, a good worm monitoring system should cover as distributed as possible an IP
address space in the Internet. We simulate two monitoring systems. Both monitoring systems
cover the same 2%° IP addresses (the same as the monitoring system in previous Code Red study),
but they consist of a different number of monitored IP blocks: one monitors 16 "/16™ networks;
the other monitors 1024 /22" networks. All monitored address blocks in a monitoring system are
evenly distributed in the entire 1IPv4 space. We call these two monitoring systems as "the 16-
block monitoring system™ and "the 1024-block monitoring system,"” respectively.

The previous Figure shows one simulation run of the Blaster-like worm. Plot (a) in that Figure
shows the number of infected hosts I(t) in the entire Internet as a function of time t. It also shows
the cumulative number of observed infected hosts, C(t), from both monitoring systems. Because
observed C(t) is very small compared with I(t), we plot this figure by taking logarithmically on
the Y-axis.

Plot (a) shows that, during the worm's propagation period, we can observe less than 0.1% of
infected hosts in the Internet from the 16-block monitoring system. Even if we use the 1024-block
monitoring system, we can only observe less than 4% of infected hosts in the Internet during the
worm's propagation period. This is the reason why researchers have not derived an accurate
estimate of how many computers were really infected by the Blaster-like worm.

Plot (b) in that Figure shows the monitored data Z(t), the number of worm scans observed
within each minute. Compared to the 16-block monitoring system, The 1024-block monitoring
system gives noisier observation Z(t). This is because as time goes on, an infected host
will enter or leave one of the monitored IP blocks. It happens more frequently in the 1024-
block monitoring system than in the 16-block monitoring system.

Although noisier than the data from the 16-block monitoring system, the monitored data from
the 1024-block monitoring system represents more accurately the propagation of a sequential-
scan worm. From the monitored data sets, we want to know the worm'’s propagation pattern in the
global Internet, i.e., the curve of I; shown in Plot (b). Such a growth pattern of I; is a low
frequency signal compared with the high frequency noise presented in the observed data Z:.
Therefore, we can use a low-pass filter to filter out high frequency noise from Z; without
changing the worm'’s propagation pattern. Plot (c) in that Figure shows the observation data Z;
after being filtered by a first-order low-pass filter. This Figure clearly shows that the monitored
data from the 1024-block monitoring system can better represent the worm's propagation pattern
in the entire Internet.

Based on the filtered monitored data Z; from the 1024-block monitoring system as shown in Plot
(c), we run the Kalman filter estimation based on the transformed linear model. The estimated
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value of a is shown in the following Figure as a function of time. In this simulation run, the
Blaster-like worm infects 1.3% of vulnerable population at time 240 minutes, by which time
the estimate of o has already stabilized and oscillated slightly around a positive, constant value.
Hence our early detection system can detect the Blaster-like worm before it infects 1.3% of
vulnerable population in the Internet.
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Figure 40: Kalman filter estimation of worm infection rate for Blaster-like worm based on transformed
linear model

Worm propagation in other simulation runs of the Blaster-like worm gives results similar to
those shown in the previous two Figures. On occasion the 16-block monitoring system provides
as good observation as the 1024-block monitoring system. However, the 1024-block monitoring
system always provides stable and good observations, while the 16-block monitoring system
provides poor observations in many instances.

C8. Discussion and Future Work

We have used the simple epidemic model and the exponential model for the estimation and
prediction. While these models give good results so far, we need to develop more detailed
models to reflect a future worm's dynamics. For example, if a worm spreads through a topology,
or spreads by exploiting multiple vulnerabilities, or is a meta-server worm, then its propagation
may not follow the models used here.

The monitoring interval A is an important parameter in the system design. For a slow-spreading
worm, it could be set to be long, but for a fast-spreading worm such as Slammer, the time
interval should be in the order of seconds to catch up with the worm's dynamics. How can we
select the appropriate A before we know a worm's presence and its speed? We need to do
further research on designing a recursive estimation algorithm that uses adaptive sampling rate.
Currently, one way we contemplate is to tag the time stamp with each observed scan. Then at
MWC, several estimators run in parallel with different monitoring intervals. From the tagged
time stamp the correct C; or Z; for every estimator can easily be restored.

It could be useful to develop distributed estimation algorithms so as to reduce the latency and
traffic for the report to a central server. Distributed estimators may also reduce the impact of
noise when a few monitors experience larger than normal noise-to-signal ratios. In addition, we
want to use a continuous version of the Kalman filter. This approach would reduce the
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significance of the monitoring interval selection, and would work nicely with the distributed
estimation setting.

The worm detection method presented here assumes that only worm scans can cause
exponentially increased traffic to monitors, while other background scan noise cannot. We
believe this is a reasonable assumption. If we want to further improve the detection accuracy,
however, we can add some other rule sets in the detection system. For example, in order to
distinguish a worm attack from a DDoS attack, we can exploit the differences between them: a
DDosS attack has one or several targets while a worm's propagation has no specific target.

We have presented several major issues in designing an Internet Malware Warning Center.
However, there are still many challenges in building such a system, such as cooperation
mechanism among a large number of communities; the privacy concern in monitored data
sharing, and the robustness of the monitoring system itself towards attacks by worms or
hackers.

C9. Conclusions

We propose a monitoring and early detection system for Internet worms to provide an accurate
triggering signal for mitigation mechanisms in the early stage of a future worm. Such a system
is needed in view of the propagation scale and the speed of the past worms. We have been
lucky that the previous worms have not been very malicious; the same cannot be said for the
future worms. Based on the idea of "detecting the trend, not the burst™ of monitored illegitimate
scan traffic, we present a "trend detection™ methodology to detect the presence of a worm in its
early propagation stage by using the Kalman filter and worm propagation models. Our analysis
and simulation studies indicate that such a system is feasible, and the "trend detection"”
methodology poses many interesting research issues.
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Appendix D: Network Resilience: Exploring Cascading
Failures within BGP

D1. Introduction

The Internet is a large collection of Autonomous Systems (AS). There are various glues that hold
together this massive system, but the most important of these is the routing infrastructure. The
Internet routing protocols maintain connectivity between and within AS's, and are designed to
automatically reconfigure and recompute routing tables when they detect a link failure. This
computation starts locally around the failure point, and then the information propagates through
the Internet. While telephone networks recover from failures on the order of milliseconds [2], the
Internet routing table convergence has been observed to take a much longer time [3]; it is not
uncommon to have tens of minutes of downtime before recovery has taken place. Although
empirical observations of the dynamics have been made in [4, 5], formal models of the process
are not very common (there has been recent work on an analytical study of Route Flap Damping
[6], and another study of BGP in congested networks [7]). There are other models of BGP that
verify correctness, satisfiability etc. [8, 9, 10]; here we explore the dynamical behavior of BGP.
We develop and analyze models in this paper that reflect the behavior of the protocols. Our
analysis confirms the observations made in [1], that it is indeed possible to have cascading
failures in systems like the BGP routing infrastructure. Our results indicate the presence of phase
transitions in these systems, and the presence and intensity of the phase transitions are strongly
dependent on system parameters. We use the term phase transitions in the sense used by Erdos and
Renyi in their work on random graphs, that is "an abrupt change in a global system property”. The
phase transition is to be interpreted as a sharp threshold rather than the definition used in statistical
mechanics. In our analysis, we observe that the propensity for phase transitions increases as clique
size increases, and additionally also increases as the processing capacity of the routers decreases.

D2. Background

An interesting vulnerability of BGP came to light in July and September of 2001. This was the
incident where CODE RED and Nimda viruses disrupted the Internet routing infrastructure and
caused widely reported BGP storms [1]. We briefly describe the incident, discuss possible
explanations and then elucidate how modeling can help in this scenario. A direct quote from [1]
is reproduced below

On July 19th, we observed an exponentially growing eight-fold increase in the ad-
vertisement rate, over a period of about eight hours (all times are in GMT; subtract 4
hours for EDT). This BGP surge faded over the same time scale as it arrived. When
one considers the conventional wisdom about BGP convergence times (seconds to
minutes), it is more than a little disturbing to see a fundamental quantity like BGP
advertisement rate exhibiting exponential growth for eight hours.

This event coincided with the spread of the CODE RED virus on the Internet. Then again, on
September 18th, the day the NIMDA virus started to spread, the following was observed:
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On Tuesday, September 18, simultaneous with the onset of the propagation phase of
the Nimda worm, we observed another BGP storm. This one came on faster, rode the
trend higher, and then, just as mysteriously, turned itself off, though much more slowly.
Over a period of roughly two hours, starting at about 13:00 GMT (9am EDT), rrc00
aggregate BGP announcement rates exponentially ramped up by a factor of 25, from
400 per minute to 10,000 per minute, with sustained "gusts” of more than 200,000 per
minute. The advertisement rate then decayed gradually over many days, reaching
pre-Nimda levels by September 24th.

These two events clearly demonstrated that an application layer event (the virus attack) caused
problems at lower layers of the Internet infrastructure. What caused this unexpected event?
Briefly, [1] hypothesized the following chain of events

 The viruses started random IP port scanning

» Most of these random IP addresses were not in the cached entries of the routing table,
causing....

 Frequent cache misses, and,
* In the case of invalid IP addresses, generation of ICMP (router error) messages.
» Both of the above causes led to router CPU overload, causing routers to crash

» Router failure led to withdrawal announcements by the peers, generating a high level of
advertisement traffic.

» When the router came back on, it required a full state update from its peers, creating a
large spike in the load of its peers who provided the state dump

» Once the restarted router obtained all the dumps, it dumped its full state to all its peers,
creating another spike in the load..

* Frequent full state dumps led to more CPU overload, leading to more crashes, and the
propagation of the cycle...

An immediate question of concern is: how self-sustaining is this process? On the two particular
days, the BGP storms lasted for hours, causing major disruptions on the Internet. Although the
there is some debate ranging over the findings of [1], e.g. [11], our interest is answering the
question if this process (or something similar) can result in cascading failures. In the next two
sections, we develop simple models to analytically understand this behavior.

Before we begin our modeling, we give a brief overview of BGP behavior. BGP is the inter-
autonomous system (AS) routing protocol. At the boundary of each autonomous system, peer
border routers exchange network reach ability information with other autonomous systems through
BGP. BGP uses TCP as its transport protocol. Two BGP speakers form a transport protocol
connection between one another, and they exchange messages to open and confirm the connection
parameters. When a connection is first established, a BGP speaker sends its entire routing table to
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the peer (a full state dump). During the following BGP session, incremental updates are sent as
the routing table changes. Two types of BGP messages are important to BGP operation. First is
Keep Alive message, which is sent periodically to ensure the connection is live. If the peers can't
receive KeepAlive messages in a preset period of time, the BGP connection has to be closed.
Physical connectivity failure (link failure, router crash), transient connectivity problems due to
congestion, or even manual reboots, may result in the delay of KeepAlive message to the
peers. When BGP sessions restart, the peers have to send the full routing table again. Update
messages are used to exchange routing information change between two peers. Route
withdrawals are sent when a router makes a new local decision that a network is no longer
reachable. We study the clique topology (fully connected mesh) in subsequent sections. The
cligue topology provides the most complex interactions, and in the core of the Internet the major
Autonomous Systems form a clique.

D3. Simple Fluid Model

Let's build a very simple model of the interactions in the system and explore its properties. We
consider a simple scenario with a finite set of N routers, that are all connected to each other, i.e.
form a clique. Let the number of down routers at any instant be D(t). We define a "down" router
to be one that does not have a functioning routing table, so a router that is in the process of
rebooting and obtaining state dumps is also defined to be "down". Now, we study the system of the
number of down routers. The arrival and departure process to the system is defined as:

a(t) = Number of arrivals in [0, 1) (1)
6(t) = Number of departures in [0, ?) (2)

Consider the process 6(t). The down routers come up with the help of the routers that are
currently up (N(t) — D(t)). We define the service rate of an up router as ks, where ks is the
average number of down routers a functioning router restores per unit time. Now, if N(t) — D(t)
servers are up and providing service, the service received by a single down node is its share of the
total service capacity of the system. Thus, the share received by a single router is (N(t) —
D(t))/D(t). To account for the boundary condition D = 0, the denominator should actually be
the the term (D(t) + ki), where k, represents the ambient load on the servers, representing for
instance processing of normal route advertisements, and prevents D — oo . However, for simplicity
of exposition we ignore the term as it does not affect the main observation we obtain later. Hence,
the number of departures in an infinitesimal time dt, do(t), is defined by

N(t) — D(t)
D(t)

Resetting of BGP sessions lead to two kinds of messages, withdrawal announcements and
subsequently full state updates when the BGP session is restored. We model the rate at which a
functioning router goes down due to the load imposed by the resetting of a single BGP session
as k. Typically, we expect ks » k;, as BGP resets are not uncommon and restoring a single
session is unlikely to cause a peer router to go down. Now, the average arrivals in an
infinitesimal time dt, da(t), is given by the product of three quantities: the constant kj, the

dé(t) = D(t) kadt = (N(t) — D(t))k.dt 3)
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number of routers (BGP sessions) that are currently down D(t) (denoting the total load offered),
and finally the number of routers currently up (that can go down), (N(t) — D(t)), i.e.

da(t) = kiD(t)(N(t) - D(t))dt (4)
Now D(t) is a(t) — o(t), hence combining (3) and (4) we obtain the drift equation

N(t) — D(t)

dD(t) = D(t)(N(t) — D(t))kydt — k. D(t) Dl

dt (5)

Simplifying and dividing by dt both sides, we obtain the following relation

1D .
{? = —JIWCEDZ + (ks + JIITE.'NT)D _ ;t.S;NT (6)
[FAB

This is a Riccati equation, and without going into the actual solution of the equation, we
immediately observe that the dynamical system described by this model exhibits a phase
transition: If the initial state D(0) of the system is above a certain threshold, then as lim.,., D(t) =
N, else lim., D(t) = 0. In other words, if by some exogenous process (e.g. CODE RED) we
manage to bring a certain number of the routers down, thereby resetting the BGP sessions, then
depending upon that number the system either fully recovers or there is a cascading failure. This
is seen in plot (a) in the Figure below, where we plot the RHS of (6) as a function of D. This
is very similar to results obtained in epidemic modeling, see [12]. For a value of D above kg/k;, the
derivative of D remains uniformly positive, making the system drift to the state where all routers
are down. For D below that number the derivative remains uniformly negative, bringing the system
back to recovery. An interesting fact here is that this threshold is an absolute quantity rather than
a fraction of N. Hence, given the right parameter set this phase transition may not be exhibited
at all. A simulation of the system with different initial conditions is shown in plot (b) in the
Figure below, where ks/k; = 20 and we plot two trajectories, one with D(0) = 21 and another
with D(0) = 19. The presence of phase transition in the fluid model piques our interest enough
to attempt a refinement of the model, and observe the behavior. In the next section, we move
away from the fluid model and develop a birth-death model for the system.
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Figure 41: Phase transition in model
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D4. A Birth-Death model

Now we construct and analyze the discrete analog of the basic fluid model we studied in the
previous section. Again, we assume there are N identical routers in the system, forming a
clique. A state in the birth-death represents the number of down routers in the system. The
model is depicted in the following Figure.

Ao A A
1 N—1
. “ <« e
Ho !
Figure 42: Birth-Death Process - state i represents number of down nodes

The transition rate from state i toi + 1 is given by A; = (N — 1) X (i) X kj + ks, i =0 ... N-1;
and similarly the transition from i+ 1 toiis given by i = (N —1i) X ks,i =0... N-2. pun-1 IS
defined to be zero, as there is no repair when all routers are down, hence state N is an
absorbing state. To understand the behavior of this model, we have to perform a transient
analysis, as the system ends up in state N with probability 1. The mean time to absorption from
state i to N, W, is a good indicator of the behavior of the system. Physically, W; is to be
interpreted as roughly the time it takes for the system to collapse if i routers are currently down.
Next, we compute W;. In state i, the mean time to the next transition out of state i is 1/(Ai+y;.
1, 0 < i < N. At that transition, the expected remaining time to absorption is Wi.; with
probability Ai/(Ai + Hi-1) and Wi with probability pi.1/(pi-1). Then

Hi—1 - Aic1 - 1
= —W, — Wiy +— 7
N+ +1 (7)

W; i1+
' Ai + i Ai + izt

Next, we apply the boundary conditions that are p.;= 0, and A.; = 0. The first condition yields
Wy = L + W, (8)
0 — )\D 1

while the second boundary condition yields

1 i Hn_—2
AN_1+ [IN_2 AN_1 4+ pN_2

Wyot = Wi 2 )

Combining equations (7), (8) and (9), we obtain fori > 1

1—1 Hé‘—_l_ 0. 1
Wi Wiy =3~ (10)

3=0

Where px = Al With Wy = 0, (10) yields a way to compute W; as a function of i.
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D5. Model Analysis

The phase transition that we encountered in the fluid model is manifested in the form of a
sharp decrease in W; in the birth-death model. We explore the parameter space of N, k;, ks and
ka to identify possibilities of cascading failures. First we assume that the "ambient™ load, ka,
is a small fraction of the full state update load k. We choose the fraction to be 1/100. Now
we vary the ratio k/ks and the size of the system N and observe the behavior. For k; we
assume a value 0.01/s, i.e., the rate of crashing of a router under the load of a full state update
is 0.01 per second, and for ks we assume a value of 1/s, in other words a working router
brings up a crashed router at the rate of 1 router per second. First we assume a small clique, of
20 routers. The mean time to absorption is shown in plot (a) of the Figure below. As we can
observe the mean time to absorption is of the order 10% seconds, as long as even one router
is up. Hence, this system is unlikely to undergo cascading failures. Next, we increase the
size of the clique, from 20 to 100, and plot the results in (b) of the Figure below.

M =20,k /k =100 M =100, k"'kl =100
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o 2 4 ] 8 10 12 14 16 18 20 o 10 20 30 40 50 6o 70 80 =) 100
i i

(a) Mean tume to absorption for a small clique {b) Mean time to absorption for a medium clique
Figure 43: Stable behavior exhibited by small to medium cliques

The mean time to absorption now starts to show a decrease as i increases, but is still relatively
quite high throughout. It is of the order 10* throughout, hence when the system appears to have
become more stable, as the meantime to absorption has increased by several orders of magnitude.
This makes intuitive sense, as increasing the size of the clique increases the redundancy in the
system and there are more up routers "available” to bring up crashed routers. Now, we increase
the clique size to 200, and show the results in plot (a) of the Figure below. Now, we observe the
first appearance of the phase transition. At roughly i = 100, the mean time to absorption starts
decreasing rapidly, and in a matter of few states, the time falls from an order of 10** to close to 0!
Thus, an apparently highly stable system becomes extremely vulnerable and can cascade into a
collapsed state, where all routers are down in no time. This behavior is again observed in a
clique of size 400, shown in plot (b) of the following Figure. The transition appears at around the
same spot, around state 100.
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Figure 44: Phase transitions observed in larger cliques

The state 100 around which the phase transition starts to take effect is roughly the ratio ke/k.
Note that this is similar to what we observed in the fluid model. This can be observed in the

Figure below, where we plot the mean time to absorption for an identical clique size of 200, but
vary the ratio kg/k.
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Figure 45: Phase transition point as a function of ky/k;
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The effect of the clique size on cascading failures is also interesting. We now fix the ratio ks/k;,
and vary N. The results are plotted in the following Figure. Increasing N does not change the
location of the phase transition, but does affect the relative stability before the transition. As we
increase N, beyond the size where the system shows a phase transition, the relative stability
decreases. This is in contrast to the scenario we earlier saw, where increasing N increased the
relative stability for small to medium clique sizes.
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Figure 46: Relative stability and phase transition point for N=200, 300, 400

This behavior is more clearly observed in the Figure below, where we plot the mean time to
absorption as N goes from 80 to 100 in steps of 10. We observe that the relative stability increases
as N increases.
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Figure 47: Relative stability and phase transition point for N=80, 90, 100

D6. Conclusions

We have developed simple analytical models to capture the interaction of systems like BGP
routing. We specifically develop models for the clique topology (the one that is used at the AS
level on the global Internet) and discovered phase transitions with respect to cascading failures in
the models. Our findings confirm the measurement based inferences made in [1] on
possibilities of cascading failures in the routing infrastructure. Our models indicate that both the
size of the clique as well as the capacity of the nodes in the clique is an important consideration
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for the phase transitions. The size of the clique acts as a threshold for the phase transitions, given
other parameters, the clique must be large enough for the transition to appear. Increasing the clique
sizes beyond the threshold does not change the location of the phase transition, but does have an
effect on relative stability. On the other hand, if the clique size is large enough, then the capacity
of the nodes in the system decides the location where the phase transition occurs.

In terms of future work, we are working on a more detailed model for a single router to
understand individual node failures. A better understanding of individual node behavior would
then permit us to model more complex topologies, moving beyond the homogeneous cliques that
we have studied here. An interesting question that our models can answer is to what kinds of
interactions make the system most resilient? In other words, the transition rates in our model
assume a certain kind of interaction. If that interaction is modified, does that lead to more resilient
networks? That question of course has to be asked in conjunction with the issue of the
performance of system under normal circumstances, and these are questions that we are trying to
answer.
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Appendix E: Analysis and Design of Controllers for AQM
Routers Supporting TCP Flows

El. Introduction

The development of new Active Queue Management (AQM) routers will play a key role in
meeting tomorrow's increasing demand for performance in Internet applications. Such
applications include voice over IP (VolIP), class of service (CoS) and streaming video where
packet size and session duration exhibit significant variations. In this context we have three
objectives. First, to relate key network parameters to the AQM problem. Secondly, to analyze the
present de facto AQM standard: random early detection (RED) and finally, to recommend
alternative AQM schemes. The uniqueness of our approach comes from the use of a recently
developed dynamic model of the Transmission Control Protocol (TCP) which enables
application of control principles to address the basic feedback nature of AQM.

To begin, we first consider a simple sender-receiver connection passing through a bottleneck
router as shown in the Figure below and schematic in the subsequent Figure. Under TCP, a
sender probes the network's available bandwidth by linearly increasing its rate until data
packets are lost. Upon packet loss, the receiver signals the sender to reduce its rate. Some
drawbacks in this packet-dropping scheme include flow-synchronization and performance
degradation due to excessive time-outs and restarts. Motivated by these network inefficiencies,
the RED scheme was introduced in [2] to allow the router to assist TCP's management of
network performance. Rather than waiting for packet loss to occur, RED acts preemptively by
measuring the router's queue length and throttling the sender's rate accordingly. Since TCP is an
end-to-end protocol, RED achieves this feedback indirectly by randomly dropping/marking
packets and routing them to the receiver.

Sender

Receiver

Bottleneck
Router

Figure 48: A single sender-receiver connection
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Figure 49: A schematic of a sender-receiver connection

The receiver, in turn, completes the feedback by acknowledging the receipt of marked packets
to the sender; this is depicted in the following Figure where we emphasize the implicit, delayed,
feeding-back of acknowledgment packets. Upon receipt of such acknowledgments, the sender
increases or decreases its rate according to the TCP algorithm. The randomness in RED's packet-
marking scheme is meant to eliminate flow-synchronization while queue-averaging was
introduced to attenuate the effects of bursty traffic on the feedback signal. A drawback in
deploying RED stems from its apparent tuning difficulties (see [4] and [5]) and the research
community has responded with modifications such as in [6], [7], [8], [9], [10] and [11]. It has also
motivated our research. Central to our approach is the recognition that AQM schemes, such as
RED, use feedback (evident in the following Figure) to regulate queue efficiency. Consequently,
feedback control principles appear to be an appropriate tool in the analysis and design of AQM
strategies. While such principles can be found in the analysis of ATM networks (see for example
[12] - [14] and the references cited therein) they have not been applied to TCP-controlled flows.
This is apparently due to a lack of analytical model of TCP's congestion-avoidance mode.
Recently, there has been progress in modeling of TCP; see [15] and [16].
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Figure 50: RED randomly marks packets to anticipate congestion

Our launching point is the fluid-flow model of TCP behavior presented in Section 3 (see ref. [17]).
This model expresses TCP in a language that allows control engineers to analyze and design
AQM schemes. To be more specific, this model enables us to do several things. First, to relate key
network parameters such as TCP load, link capacity and round-trip time to the underlying feedback
control problem. Secondly, to analyze RED and recommend that averaging is not beneficial, and
finally, to suggest alternative AQM schemes which amount to classical proportional (P) and
proportional-integral (P1) control. The benefits of these schemes are illustrated through ns
simulations. One of the most promising outcomes of this work is the impact PI control has on
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queue utilization. The key feature is that Pl control allows one to explicitly set the network
queuing delay - independent of network parameters.

E2. Dynamics of TCP's congestion-avoidance flow-control mode

In [17], a dynamic model of TCP behavior was developed using fluid-flow and stochastic
differential equation analysis. Simulation results demonstrated that this model accurately captured
the dynamics of TCP. We use a simplified version of that model which ignores the TCP timeout
mechanism. This model relates the average value of key network variables and is described by the
following coupled, nonlinear differential equations:

1 Wi(t) Wi(t — R(t))

W) = - o(t — R(t
) RO 2 mi—ma) )
~C + W (1), g>0
[" == ! T+ 1
! max ¢ 0, —C + %IT’U]} . q=0. M

where x denotes the time-derivative and

W = average TCP window size (packets);
q = average queue length (packets);

P . (T

R(t) = round-trip time = q((—J + T, (secs);

' = link capacity (packets/sec);

1, = propagation delay (secs);

N = load factor (number of TCP sessions);
p = probability of packet mark.

The first differential equation in (1) describes the TCP window control dynamic. Roughly
speaking, the 1/R term on its right-hand side models the window's additive increase, while the
W/2 term models the window's multiplicative decrease in response to packet marking p. The
second equation in (1) models the bottleneck queue length as simply an accumulated difference
between packet arrival rate NW/R and link capacity C. We illustrate these differential equations
in the block diagram of the following Figure which highlights TCP window-control and queue
dynamics.
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Figure 51: Block-diagram of TCP's congestion-avoidance mode

We now approximate these dynamics by their small-signal linearization about an operating point
to gain insight for the purposes of feedback control (AQM). A block-diagram representation of
these linearized dynamics is given in the following Figure where the TCP window-control and
queue dynamics are explicitly identified.

1 .
;o (l—e ) e _—
R C
- aJr
N " oW N 1 q
. T * - > — > | >
'y s R, s+ my
N queue dynamic
== 1+e iy ) |
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~2 ap .
S < P O
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TCP window dynamic
Figure 52: Block-diagram of the linearized TCP connection

A main reason for modeling and linearization of window and queue dynamics is for the purpose
of the design and analysis of AQM schemes. To this end, we continue to simplify these dynamics
by focusing on the nominal (low-frequency) behavior of the window dynamic and accounting for
the residual behavior into a high-frequency parasitic. In the following Figure, we perform block-
diagram manipulation to isolate this dynamic as well as identifying the high-frequency residual
A(S).
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Figure 53: Linearized dynamic illustrating nominal window dynamic and high-frequency parasitic

E3. The AQM Control Problem

In the following Figure we give a feedback control system depiction of AQM. The action of an
AQM control law is to mark packets (with probability p) as a function of measured queue length
g. The plant dynamics, denoted by the transfer function P(s), then relates how this packet-
marking probability dynamically affects the queue length. The transfer function A(s) represents
high-frequency window dynamics.

A(s)

i dq

] P >

| aqm

I t-.‘-TR-J ™
control aw

Figure 54: AQM as feedback control

The magnitude Bode plots for these transfer functions are shown in the following Figure. The
Bode plots of P reveal the low-pass nature of the TCP-queue dynamics as well as the inverse
dependence of loop gain on the number of TCP sessions N. The frequency response of residual
A shows its influence at higher frequencies. One objective of an AQM design is to stabilize these
residual dynamics.
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Figure 55: Magnitude Bode plots for P(s) and A(s) for TCP loads of 60 and 120 sessions

As in any control system design, a first step is to pose performance objectives. For AQM,

performance objectives include efficient queue utilization, regulated queuing delay and
robustness.

1) efficient queue utilization: For efficient use, the queue should avoid overflow or emptiness.
The former situation results in lost packets and undesired retransmissions, while an empty
buffer underutilizes the link. Both of these extremes should be avoided in both transient and
steady-state operation.

2) queueing delay: The time required for a data packet to be serviced by the routing queue is
called the queuing delay and is equal to Cg. This time, together with the propagation delay
Tp, accounts for the network's queuing delay and it is desirable to keep small both the
queuing delay and its variations. This calls for regulating to small queue lengths; however,

doing so may result in link underutilization and this limitation presents a fundamental
tradeoff to AQM design.

3) robustness: AQM schemes need to maintain closed-loop performance in spite of varying
network conditions. These conditions include variations in the number of TCP sessions N,
variations in the propagation delay T.

Consider the linear control system in the following Figure where transfer function C(s) represents a linear AQM
control law. Closed-loop stability is fundamental in meeting the above performance objectives.
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Figure 56: Block diagram of a linearized AQM control system

E4. AQM using RED

The simplest of congestion-avoidance scheme is the so-called drop-tail law which signals TCP
sources to reduce window sizes whenever the queue overflows, which amounts to an "on-off”
AQM control law.  This on-off mechanism leads to queue-length oscillations, flow
synchronization and performance degradation due to excessive time-outs and restarts.

Motivated by these network inefficiencies, the RED AQM scheme was introduced in [2] to allow
the router to assist TCP's management of network performance. Rather than waiting for packet
loss to occur, RED acts preemptively by taking an average measure of the router's queue length
and throttling the TCP window accordingly by randomly marking packets. This randomness in
RED's packet-marking scheme was meant to eliminate flow-synchronization, while queue-
averaging was introduced to attenuate the effects of bursty traffic due to restarts and time-outs on
the feedback signal. A drawback in deploying RED stems from its apparent tuning difficulties,
see [4] and [5]. As we now show, we believe this difficulty stems in large part to RED's use of
average queue length. Indeed, introduction of a low-pass filter into the feedback system in can
lead to sluggish, oscillatory closed-loop behavior.

The RED active queue management control law computes the packet-marking probability p as a
function of measured queue length q as depicted by the AQM control law in the block diagram
of Figure E7. Specifically, RED consists of a low-pass filter (for queue averaging) and packet-
marking profile as shown in the following Figure. Tuning RED amounts to selection of the low-
pass filter pole K, threshold Qmin, level pmax and gain Lyqg. The apparent motivation for
introducing low-pass filtering in the AQM control law was to attenuate the
effect of bursty, non-TCP controlled traffic on packet-marking. While this rationale for
introducing low-pass filtering has some intuitive merit, it ignores the effect on closed-loop
stability which amounts to introducing additional phase lag into a loop already containing time
delay and two low-pass filter dynamics (associated with the TCP window and queue).
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We illustrate our RED design via simulations using the ns simulator. Although the preceding
analysis was carried out using the linearized model, the ns simulator captures the stochastic,
nonlinear nature of the network dynamic. We considered a single bottlenecked router running
RED and, in addition to the TCP flows addressed in our model, we also introduced short-lived
http flows into the router to generate a realistic traffic scenario. The http flows were simulated
using the http module provided with ns. The effect of these short-lived flows was to introduce an
exogenous, noisy flow into the queue. In all of our plots the horizontal axis measures time (secs)
while the vertical axis displays instantaneous queue length q (packets).

In the first simulation, we introduced 60 TCP flows and 180 http sessions. The capacity C is 15
Mb/s and the propagation delay T, ranges uniformly between 160 and 240 ms. To provide a
queuing delay of around 50-70 ms we set ming, and maxy, of the packet-marking profile 10 to 200
and 250 respectively. The average packet size was set to 500 bytes. RED's averaging weight «
and pmax Were taken to be "vanilla;" i.e., the default values in ns. The buffer capacity was 800
packets. We set the gentle - parameter in RED to "on". The result is shown in Plot (a) of the
following Figure which shows the oscillating nature of the queue length. The link is
underutilized whenever the queue length goes to zero. Also, the large queue oscillation results in
considerable variation in the round-trip times of packets.

Now we use the RED design in (11) and take the averaging weight o to be 1.33 X 10, ppa to
0.1 and the dynamic range (ming,, max) as (150,700) packets. The results are plotted in Plot (b)
of the following Figure. We see that the system response is stable, with fluctuations about an
operating level of the queue. The larger oscillations experienced in the previous experiment are
absent in this RED design. The slow response time is related to a low value of crossover
frequency wq in our design. To improve the transient response, we can design for larger bandwidth
wg; however this would come at the expense of lower stability margins.
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Figure 58: ns simulations comparing performance of RED controllers

E5. AQM using Proportional Control

The preceding RED controller resulted in small closed-loop bandwidths and thus sluggish
behavior. One way to improve the response time of the system is to remove the low-pass filter
completely. In doing so, we arrive at a classical, proportional controller. In proportional control
the feedback is simply a scaling of the queue length and, in context of RED, this amounts to
obtaining the packet-marking probability based on the instantaneous queue length rather than
averaged queue length. Again, there exists a tradeoff between loop bandwidth and stability.
However, the tradeoff is more favorable in the proportional case.

In this simulation, we consider a queue with 60 TCP flows and 180 http sessions. The link
bandwidth is 15 Mb/s, and the propagation delays for the flows range uniformly between 160
and 240 ms, with average packet size being 500 Bytes. The buffer size is 800 packets. We also
introduce a time-varying TCP load N(t) to compare the speed of response between the RED and
proportional controllers. At time t = 100, 20 of the TCP flows drop out and at time t = 140 they
return. For the proportional controller, we set the averaging weight « = 1 thereby removing the
low-pass filter. We set the slope of the packet-marking profile to be the gain Kp, varying the loss
linearly from 0 at queue length 100 with the slope specified by gain. Note that the buffer size of
800 puts an upper limit on the marking probability, which is approximately 0.04. We'll return to
this issue following the experiment. The queue length plots are shown in Plot (a) of the following
Figure. As evident from the traces, the proportional controller performs better, responding more
quickly to load variations. However, this was to be expected since the closed-loop bandwidth for
the proportional design exceeded that of the RED design by almost a factor of thirty.
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Figure 59: ns simulations of proportional control

While the proportional controller exhibits more responsive behavior than RED, it also suffers
from a limitation which makes it impractical to implement under certain situations. For example,
the steady-state buffer length is commensurate to the proportional controller's gain. Hence,
buffer-size limitations could require gains outside the region of stabilizing proportional gains;
such observations are also made in [11]. To illustrate, we repeat the previous experiment but
change pmax from 0.04 to 1 for the proportional controller, to reflect a desire to keep the steady-
state buffer length small. The result in Plot (b) of the previous Figure shows significant
oscillations.

Increasing the buffer size to work around this problem is not an option since this could lead to
unacceptably large queuing delays. The problem arises due to the coupling between queue
length and marking probability. The two can be decoupled if we use integral control [22] in the
AQM controller. Both the proportional and RED controllers result in control systems having
(network-dependent) steady-state errors. For stable closed-loop systems, integral control drives
the steady-state error to zero. Thus, we can design an integral controller for AQM which
regulates the queue to a given operating level, independent of the load N. The simplest integral
controller is the proportional-integral (P1) controller which appears appropriate for AQM context
since, in comparison to RED, vyields larger closed-loop bandwidths without sacrificing stability
margins.

E6. AQM using Proportional-Integral Control
A PI controller has a transfer function of the form

t——l—lJ
C-'[Z]—I\pf .

A desired consequence of the integral term is that J4 in Figure E9 asymptotically converges to
zero if C(s) stabilizes. In the following Figure we show implementation of the PI control law
with the nonlinear TCP/AQM dynamic (1) emphasizing the role of the queue's operating point

Jo.
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The open-loop transfer function using PI control is

L(s) = 2
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To validate the performance of the Pl controller, we implemented it in ns with a sampling
frequency of 160 Hz. The operating point was chosen as go = 200 packets. We repeat the
simulation shown in Figure E12(a), using the PI controller in lieu of proportional. The queue
length plots for the RED and P1 controllers are plotted in Plot (a) of the Figure below. The faster
response time as well as the regulation of the output to a constant value by the PI controller is
clearly observed. The PI controller is less sensitive to the load level variations and regulates the
queue length to the operating point of 200 packets.
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Figure 61: Comparison of RED and PI control under time-varying and heavy TCP loads
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We now increase the number of TCP flows to 180 and http flows to 360. The response should be
slower for this higher load level N. The queue lengths are plotted in Plot (b) of the previous
Figure and we observe significantly better performance from the PI controller. The RED
controller takes a long time to settle down, with the steady-state queue length quite large
compared to the preceding simulation. The PI controller on the other hand is still regulating the
queue length to 200 packets. The PI controller regulates to go independent of TCP load.

In the next simulation we exercise the controllers at the other end of the load spectrum by
reducing the TCP flows to 16 sessions. As observed in Plot (a) of the Figure below, the responses
are more oscillatory corresponding to reduced phase margins. Finally, we stretch the controllers to
the limit by increasing the number of TCP flows to 400. In Plot (b) of the Figure below the PI
controller continues to exhibit acceptable performance, although its response has slowed. The
RED controller, on the other hand, keeps the buffer in overflow. At such high load levels, the loop
gain has decreased to a point where (large) regulating errors have pushed the steady-state queue
length beyond the buffer size. This simulation illustrates the benefit of integral control in an AQM
system with a finite buffer.
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Figure 62: Comparison of RED and PI control under a light and very TCP loads

An important consideration in designing AQM systems is the tradeoff between queuing delay
and utilization. Intuitively, larger buffers lead to higher utilizations of the link, but they also result
in larger queuing delays. With the PI controller, the delay is essentially tunable with a single
parameter go. Larger values of qp give larger delay and utilization. In contrast, with RED, the delay
is a function network conditions such as load level and packet-marking profile parameters ming,
maXx and pmax. We performed simulations to study this tradeoff as illustrated in the following
three Figures where both pure ftp and mixed ftp and http flows are considered. As we observe in
Figure E16 (a), small qo yields nearly full utilization in the case of pure ftp flows, whereas a larger
Jo is needed to reach this same level of utilization when both ftp and http are considered. The
corresponding queuing delays are shown in Figure E16 (b) indicating a nearly linear relationship
with qo. The corresponding delay-utilization curves are shown in Figure E17. We repeated these
experiments with RED attempting to control delay through parameter ming,. We kept the range
maxg - ming, constant throughout. We ran the first experiment using a dynamic range of 550 and
then repeated with a range of 55. We compare the performance with the PI design in Figure E18
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where both long and short-lived flows were used. In the first of these figures, RED yields high
utilization at the expense of large delays. When we reduced the queuing delay by lowering RED's
dynamic range, utilization suffered. The PI design was capable of operating at both low delay and

high utilization.
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(a) Utilization versus operating point ¢q. (b) Queuing delay versus operating point g .
Figure 63: Utilization and queuing delay of the PI controller
—
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(a) RED’s dynamic range 1s 550
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Figure 65: Queuing delay - utilization tradeoff: comparison between RED and PI control
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E7. Conclusion

We analyzed a combined TCP and AQM model from a control engineering standpoint. We used
linearization to analyze a previously developed nonlinear model of TCP. We performed the
analysis on an AQM system implementing RED and presented design guidelines for choosing
parameters which lead to local stability. We performed nonlinear simulations using ns which
verified our analysis. In doing the analysis, we uncovered limitations of the averaging algorithm
in RED. In addition we have proposed and designed two alternative controllers. The resulting
control systems had faster response than the RED controller. The first of the designs, a
proportional controller, displayed good transient response but suffered steady-state errors in queue
regulation. This restricts its usefulness in systems where the buffer size is limited. Motivated by
that limitation, we designed a classical PI controller which exhibited zero steady-state regulation
error and acceptable transient behavior. The PI controller was simple to implement in ns which we
compared under various scenarios with RED. The PI controller exhibited better performance
under all cases considered. We also demonstrated the practical impact of the Pl controller in
managing queue utilization and delay. We have concentrated on simple and classical designs for
AQM control. Modern control methodologies could be used; however, going this route may have
obfuscated one of our main objectives which is to relate AQM control objectives directly to
network parameters. Finally, there are a number of different areas in which the techniques
presented here could be extended. Examples include networks with heterogeneous round-trip
times, multiple congested routers and uncertain routing topologies.
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Appendix F: On Integrating Fluid Models with Packet
Simulation

F1. Introduction

Networks, and the Internet in particular, have seen an exponential growth over the past several
years. This growth is likely to continue for the foreseeable future, and understanding the behavior
of such systems is critically important. A number of discrete event-driven simulators [1], [2],
[3], [4] have been developed for this purpose. These simulators provide accurate information for
every simulated packet. They provide an important tool for designing new protocols, improving
existing protocols, and verifying new observations. However the simulation capabilities of
these simulators have fallen far behind the scale of the Internet today and this gap is growing
as the size and speed of the network is growing. As an alternative, fluid models have been
proposed in recent works [5], [6], [7] to analyze the performance of networks. The fluid models
can predict the behavior of large networks both accurately and efficiently. In [6], networks
consisting of hundreds of routers and thousands of high bandwidth links supporting millions of
flows can be simulated in minutes on a desktop PC, a feat that is unachievable by current discrete
event-driven simulators. However the fluid model provides no detailed information regarding
individual packets, and its application is hindered by this limitation.

A simulation method that combines the best features of the above fluid and packet-level
approaches is desirable for several reasons. First, by efficiently simulating large networks and
providing detailed information for selected individual traffic flows, it is possible to study the
performance of communication protocols deployed at end hosts across a wide area high speed
network. Research on existing and future communication protocols for the Internet can
potentially benefit from such a simulation method. Second, it would permit the performance
study of small edge networks, such as wireless networks that exchange traffic with wide area
networks. A small edge wireless network would best be simulated as a packet-level network
whereas the WAN would be more efficiently modeled as a fluid network. Finally, introducing
non-TCP traffic into the fluid model provides an alternative method to study wide area traffic,
which may lead to better models of real Internet traffic. Such models could be useful in creating
more efficient simulation methods and studying a large class of network problems.

In this appendix, using the topology-aware fluid model presented in Appendix B (also [6]), we
develop a hybrid simulation approach that consists of a set of packet flows and fluid flows. We
present two models of the interaction between the packet flows and the fluid flows traversing a
network. Algorithms are presented for deriving the behavior of the packets, e.g., end-to-end
latency and loss. The simplest of these models ignores the effect that the packets have on the
fluid network and simply uses the solutions to the fluid network model to determine the outcome
of each packet. The second approach accounts for the load introduced by the packet flows by
transforming them into fluid flows that feed the fluid network. The solution of this augmented
network is then used to determine the outcomes of the packets. These approaches require one
and two passes, respectively and will henceforth be referred to as the one pass and two pass
interaction models. The following Figure shows an example of such a hybrid simulation.
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Figure 66: An example hybrid simulation

For both approaches, we establish the correctness of the resulting simulators and evaluate their
accuracy and computational speedup through simulation. We have implemented both
approaches in several popular simulators, including ns-2. We find that the one pass algorithm is
fast and accurate provided that the offered packet load is very small compared to the load
offered by fluid flows. Its accuracy degrades as the offered load due to the packet flow increases.
On the other hand, the two-pass algorithm is very accurate, independent of the load introduced
by the packet flows while incurring a slight slowdown. Henceforth, the word simulator refers to
the discrete event-driven simulator used in the hybrid simulation unless further clarified.

Several works are particularly related to our study. In [8], a hybrid model is established for
fast network simulation. The idea is to model network traffic as fluid flows and generate
discrete events for packet losses within the network. [9] outlines the design of a fluid-oriented
hybrid simulator admitting both packet flows and fluid flows. The hybrid simulator is
implemented using the discrete event simulation framework. Recently, a dynamic simulation
backplane was developed for creating distributed, component-based simulations of
communication networks by interconnecting models of subnetworks drawn from different
network simulation packages [10]. Based on this backplane, a multi-paradigm simulation
framework, MAYA, is proposed to integrate three disparate modeling paradigms: discrete event
models, analytical models and physical network interfaces. In particular, the fluid model proposed
in [5] is integrated with the packet simulator Qualnet [11], [3].

F2. Traffic Interaction Models

In this section, we address the problem of modeling interactions between the foreground packet
traffic and the background TCP traffic. When the foreground packet traffic traverses the fluid
network, the delay and drop probabilities of the packets are determined by the queue lengths
and drop probabilities of the queues in the fluid network, which are computed by the fluid
model solver. On the other hand, the queue lengths and drop probabilities of these queues are
affected also by the traversing foreground packet traffic, which then affect the background TCP
traffic accordingly.

A hybrid model is built based on the fluid model. In the hybrid model, the network G serves not
only a population of N classes of TCP flows, but also a population of M packet flows. A packet
flow consists of a sequence of packets that share the same path in the fluid network. Each packet
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flow i has a packet arrival process, 7»(t), which denotes the number of packets arriving at the
fluid network by time t, {sJ}, which denotes the sequence of packet lengths associated with the
flow, and a path in the fluid model defined as Ei = (li,1, li,2, - . -, lihi)-

We present two algorithms for dealing with the traffic interaction problem. The first assumes that
packet flows impose a load on the fluid network that can be neglected. The second accounts for
the load that the packets impose on the fluid network. The first will require a single pass
through time in order to determine outcomes for each packet (loss/no loss, end-end delay) and
will be referred to as the one-pass traffic interaction model; whereas the second requires an
additional preliminary pass to solve the fluid network accounting for the load introduced by the
packet flows and will be referred to as the two-pass traffic interaction model.

A. One-pass Traffic Interaction Model

Since the one-pass traffic interaction model assumes that the packet flows have negligible
effect on the background TCP traffic, the queue lengths and drop probabilities seen by the
packets are identical to those predicted by the fluid model. Thus, the delay and drop probability
experienced by a packet traversing through a fluid network are estimated using the queue lengths
and drop probabilities derived directly from the fluid model in [6]. The delay and drop
probability for each packet are computed cumulatively along its path in the fluid network. The
packet is scheduled to depart from the fluid network according to this delay and drop
probability.

The one-pass model is based on the assumption that the packet flows have negligible effect on
the fluid network. This should be reasonable provided that the rate of the traversing foreground
packet traffic is small enough. However, it is often the case that the foreground flows have
considerable throughput such that the accuracy of the simulation results given by the one-pass
model can be impaired. One extreme example is a hybrid simulation in which there is one
background TCP class traversing two identical queues in the fluid network and there are
foreground packets traversing the second queue. If the throughput of the foreground packet
traffic is high enough, the second queue becomes the bottleneck. However, in the one-pass model,
the second queue is always empty regardless of the rate of the traversing foreground packet
traffic.

B. Two-pass Traffic Interaction Model

The two-pass traffic interaction model extends the one-pass model to account for the interaction
between the packet flows and the background TCP traffic in the fluid network. In the two-pass
model, the behavior of the fluid network is determined during a first pass and the effect on the
packets is determined once they traverse the network during the second pass.

In the first pass of the two-pass model, the packet flows is transformed into foreground fluid
flows that can be incorporated into the solution of the fluid model. This transformation and the
resulting solution of the model constitute the first pass. In the second pass, the delay and the
drop probabilities of the traversing packets are estimated using the queue states obtained during
the first pass.
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F3. Synchronization in Hybrid Simulation

While most existing network simulators, [1], [2], [4] etc., are discrete event-driven simulators,
the fluid model is a set of (coupled) ordinary differential equations of TCP network dynamics as
functions of time [5], [6]. The states of the TCP network at any time can be directly obtained, in
theory, by solving the set of differential equations. In practice, in order to save computational
resources, the fluid model is solved incrementally as a function of time and all the network states
prior to the current time in the fluid model can be obtained. For example, in [6], a fixed step-
size Runge-Kutta algorithm is implemented to solve the fluid model; thus the fluid model is
solved using a time-stepped network simulator. Thus, the simulator generating packets arriving
to the fluid network and the fluid model solver are likely to have separate time management
systems and, if integrated in the context of a hybrid simulation, they will have to be
synchronized. For example, in a two-pass hybrid simulation, the fluid model takes packet traffic
from the packet simulator. It is essential to have the packet traffic rate available in time to
advance the fluid model. On the other hand, the packet simulator needs those packets traversing
fluid network to be delivered by the fluid model in time.

Definition 1 (Ty): the simulation clock of the fluid model solver, meaning the states of the
fluid network, e.g. queueing delay, packet loss, flow rate, etc., have been obtained for all t
<Ts.

Definition 2 (T): the simulation clock of the simulator, meaning all the packet events before
T have been processed by the simulator.

Definition 3 (z): the minimal propagation delay of links that are the last hops on the packet's
paths inside the fluid network.

Definition 4 (Js): smoothing interval, packet flow during each interval is modeled as a constant
rate fluid.

The purpose of synchronization between the fluid model and packet simulator is to avoid out of
order events. More specifically, we want to ensure that the fluid model never deliver a packet
to the packet simulator with a timestamp tp < Ts. At the same time, the packet simulator must
never inject a packet into the fluid network with timestamp t, <T. This places constraints on the
rates that {Ts, T¢} can advance.

Our approach for synchronizing the fluid model solver and the simulator aims at satisfying the
synchronization requirements for the two-pass model, which is stricter than those for the one-pass
model. So when the one-pass model is used in our implementation, its synchronization
requirements are naturally satisfied.

In our implementation, the fluid model solver is synchronized to the simulator every smoothing
interval ds; which is chosen to be smaller than z. At each time when Ts = kds, k = 1,2,..., a
synchronization event is scheduled to happen. During this event, the fluid model solver
evolves from T; = (k - 1)o s to Tf = T = kds. The fluid model schedules out all packets that are
supposed to arrive at packet network before Ts +z. Since ds <z, we can advance T to the next
synchronization point (k + 1)0s.
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F4. Implementation

We have implemented the two traffic interaction models in ns-2[l], pdns[4] and the
Backplane[10] by integrating the fixed step-size fluid model solver developed in [6]. In this
section, we describe our implementation in the ns-2 network simulator as an example of how the
hybrid simulation approach might be implemented.

The design objective of our implementation is to achieve maximum flexibility when dividing the
network under simulation into fluid networks and packet networks and deploying foreground
packet traffic in the network.

The Figure below on the left shows a network topology under hybrid simulation. Circled by the
dotted oval is the fluid network simulated by the fluid model solver. The grey nodes in the fluid
networks are points where packets enter or leave the fluid network. These nodes are
duplicated in the form of ns node objects and serve as access points to the fluid networks. The
Figure below on the right is the structure of the corresponding ns-2 network topology which
consists of a fluid model solver and six ns node objects. The access points are connected to the
fluid model solver via specially designed ‘fluid links'. These fluid links are virtual links that
have infinite service capacity and no propagation delay. Their only function is passing packets
to the fluid model solver and vice versa. With this design, the network can be divided arbitrarily
into fluid networks and packet networks and the foreground packet traffic can reach anywhere

in the network.

" Fluid Model Solver

- Simulated by Fluid Model
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(a) A network under hybrid simulation (b) Structure of the hybrid simulation configuration
Figure 67: Fluid model in a hybrid simulation in ns-2

In our current implementation of the hybrid simulation, we assume that the paths between
two access points in the fluid network are known and statically pre-configured. When a packet
is routed to pass across the fluid network, it is first sent to one of the access points. The access
point knows from its routing table that it should send the packet to the 'fluid link', which
directly passes the packet to the fluid model solver and identifies the ingress point. The fluid
model solver is an extension of an ns node object. After receiving a packet from the fluid link,
the routing mechanism embedded in the ns node object is able to tell the next packet level node
that the packet is going to arrive, which is also the egress point of the packet from the fluid
network. Thus the two access points (the ingress point and the egress point) of the packet is
known and so is the path of the packet in the fluid network. When the delay and the drop
probability of the packet is computed, the packet is scheduled to arrive at the fluid link that
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connects to the egress point ns node on the path of the packet. This procedure is shown in the
following Figure.
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Figure 68: Connecting the fluid model and ns node objects

F5. Experimental Results

We have carried out extensive experiments to test the accuracy and performance of the hybrid
simulation approach. The accuracy and efficiency are evaluated by comparing the simulation
results given by the hybrid simulation with those obtained in a packet level simulation. Five sets
of experiments are presented to answer the following questions:

* How should the smoothing interval length be set?
* How does the one-pass model perform in terms of its accuracy?

» How does the background TCP traffic in the fluid network interact with traversing
unresponsive packet flows? These flows might be used to model video or audio flows
running on top of UDP.

* How do the TCP flows simulated by the fluid model compete with TCP flows
simulated by a packet source when they share the same bottleneck queue? The fluid
model has been shown to be accurate in describing the behavior of TCP networks, so the
question is to judge its accuracy when the flows interact with real packet TCP flows.

» Does the two-pass model hybrid simulation capture the interactions between multiple
traversing foreground flows?

* Do hybrid simulations scale?

In the simulation, the smaller the smoothing interval, the more accurate the packet arrival rate is
transformed into sending rate of the foreground flows in the fluid networks, which gives more
accurate simulation results. On the other hand, smaller smoothing interval may cause more
frequent interactions between the fluid model solver and the simulator. We test this potential
cost that small interval may bring to the experiment. The result is that decreasing the smoothing
interval doesn't bring any obvious increase in the simulation cost. This can be explained by the
fact that, in our implementation, the extra work brought by decreasing the smoothing interval is a
proportional increasing of synchronizing events and measuring the packet arrival rate.
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The first part grows in reverse proportion to the smoothing interval, but its cost is negligible
compared to the computation cost of the fluid model solver and packet simulation. The second
part is a cheap division operation. In our case, the smoothing interval is set to be the same
length as the fluid model solver step size since a smoothing interval smaller than the model
solver step size is meaningless.

The first set of experiments will explore the accuracy of the one-pass model as we increase the
number of packet flows sharing a bottleneck link with background TCP fluid flows.

The remaining experiments are all performed using the two-pass model. The second experiment
observes a class of background TCP flows in a single bottleneck topology interacting with a
UDP source whose sending rate changes with time. The accuracy is tested by comparing the
delay and drops of the UDP traffic and the TCP network behavior given by the hybrid
simulation and the packet simulation. Then, we present a set of simulation results showing the
interaction between the background TCP traffic and different number of traversing foreground
packet TCP flows. These results show that when sharing a bottleneck queue, the TCP flows
modeled by the fluid model have the same competing capability for bandwidth as those simulated
by the packet TCP sources, which further proves the correctness of both the hybrid simulation
and the original fluid model. After that, simulation results of a hybrid simulation which consists
of multiple foreground flows are given. In the last experiment, we show the capability of the
hybrid simulation by simulating a network with more than 3,000 nodes and thousands of TCP
classes consisting up to 12,378,340 TCP flows.

All the experiments are performed multiple times and yield similar results. In all the
experiments, we use TCP Newreno and RED with ECN marking as the AQM policy. The step
size of the fluid model solver is fixed at 1ms except for the last experiment where the step size
is set to 5 ms.

F5.1. Accuracy of One-pass Model

The setting of the experiment is shown in the Figure below. The six queues on the top are
simulated in the fluid model and the other four queues on the bottom are simulated in packet
form. B1 and B2 are access points between the fluid network and the packet network. The
queue between B1 and B2 has a capacity of 100 Mbps and a propagation delay of 10 ms and is
the bottleneck. Other queues have a capacity of 200 Mbps and a 10 ms propagation delay. Class
0 and Class 1 are classes of TCP flows from node S1 to D1 and from node S2 to D2 respectively.
Class 0 is the background TCP traffic simulated in the fluid model and Class 1 is the foreground
packet traffic.

Fleid Simulation

h ‘:.:rD'_i A Packet Simulation
AN

Figure 69: Network with single bottleneck
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We perform the experiment 5 times. Each time there are 40 TCP flows going through the
bottleneck queue and the 40 flows are divided between Class 0 and Class 1. In the k™ time
experiment, Class 0 contains 40 - k TCP flows and Class 1 contains k TCP flows. The TCP flows
start at time 0 and ends at time 100s. We measure the throughput of the flows from 30s to 90s.
For comparison, we perform experiments with the same scenario in a packet level simulation.

Table 1 compares the throughput of the packet TCP flow(s) (Class 1) in a hybrid simulation
with that given by the packet simulation. In all cases, the throughput given in the hybrid
simulation is larger than that in the packet simulation. However, we can see that when the
packet traffic is small, the one-pass model can be pretty accurate and in these cases, generally
the error is under 10%. As the fraction of the packet traffic increases, there is an increasing trend
in error,

k 1 2 3 4 3
Hybrid (Class 1 | 18309 | 36646 | 57331 | 75736 | 104654
Throughput)
Packet (Class 1 18203 | 35752 | 54307 | 71512 92441
Throughput)
Error 0.58% | 2.50% | 5.37% | 5.90% | 13.21%
TABLE I

ACCURACY OF ONE-PASS MODEL

We will come back to this same scenario in the coming experiments and show how the two-pass
model performs.

F5.2. Interaction with UDP Traffic

This experiment is to test the accuracy of the hybrid simulation when simulating the interaction
between the background TCP traffic and a UDP traffic whose sending rate changes with time.

The same network setting in the Figure above is used. This time, Class 0 is a class of 10 TCP
flows from node S1 to D1 and Class 1 is UDP traffic from node S2 to D2. A 100s simulation is
performed. The rate of the UDP traffic is 10 Mbps at time 0 and increases to 20 Mbps at 10s,
30 Mbps at 20s, ..., until 90 Mbps at 80s. The packet size is set to 1000 bytes.

The top plots in the Figure below compare the average delay and drop probability experienced
by the UDP traffic in different simulation time slots given by the hybrid simulation and the
packet simulation. In both cases, they show a good match. This implies that the hybrid
simulation is able to predict the behavior of a UDP foreground flow when it traverses the
background TCP traffic. The bottom two plots in the Figure below show the behavior of the TCP
window size for Class 0 and the queue behavior of the bottleneck link. In the hybrid simulation,
these results are given by the fluid model, which predicts the average behavior. We can also see a
close match in these results. This accuracy of the fluid model predicting the average behavior is
also reflected by the correct estimation of the average delay and drop probability that the UDP
traffic experience. It shows that while the hybrid simulation can provide accurate packet level
information for foreground packet flows, it can also estimate the average behavior for
background TCP traffic and queues in the fluid network.
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Figure 70: Hybrid simulation between the fluid model and UDP traffic
F5.3. Interaction with TCP Traffic

We come back to the first experiment here. Now, we illustrate the accuracy of the two-pass
model with the same setting as in the first experiment except that the packet traffic in this
experiment takes more fraction of the total TCP flows.

The experiment is carried out 10 times. Each time there are 40 TCP flows going through the
bottleneck queue and the 40 flows are divided between Class 0 and Class 1. In the k™ time
experiment, Class 0 contains 4 * (11 - k) TCP flows and Class 1 contains 4 * (k - 1) TCP flows.
So the fraction of the packet traffic increases proportionally to k and the experiment is a fluid
model simulation at the first time.

We record the throughput of the bottleneck from 30 s to 90 s in simulation and compare the
computation time of each simulation. These experiment results are shown in the top two
plots in the Figure below and Table II. In Table II, the first row shows the throughput of Class
0, which is the TCP class simulated by the fluid model. The second row shows the throughput
of Class 1, which are TCP flows simulated by the packet simulator. The third row is the total
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throughput of the two and the forth row is the percentage of the packet throughput in the total
throughput. As a reference, the simulation results given by a packet simulation are shown at
place where 100% of the flows are packet flows. The bottom three plots in the Figure below
show the average TCP window sizes of class 0 and class 1 and the bottleneck queue behavior in
both hybrid simulation and peer packet simulation when both Class 0 and Class 1 contain 50%
traffic (20 TCP flows) and evenly share the bottleneck service capacity. In (c) and (e) below, the
comparison is between solutions of the fluid model used in the hybrid simulation and those
given by a packet simulation.

T T T T T S0 T T T T T
— pkt throughput i Hylorid Simulation
e0oooo fluid throughput a5 L

700000

600000

500000

400000

Simulation Time {s)

300000

200000

Throughput during 30s - 90s (pkt)

100000

20 40 &0 80 100 : 0 20 40 =01] 80 100
Percentage of Packet Flows in Simulaticin (%) Percentage of Packet Flows in Simulatioin (%)
(a) Bottleneck Throughput Between 30s-90¢ (b) Efficiency of the Hybnid Simulation
= oK Bmy —— = okt slmu — =f okl aimuy —
a5 hytirid s ] a5 iyt simu . hytitd simu
wl L L [ : i 4
40 4p Fien i e 1_.1 TR F a TS !
- ] 2w . F‘Wﬁ !], Iff il H; j
o= 3 éh;ﬂ"l. L N dFy - LR ‘ﬁ H:L‘ i
?‘;3:# (‘Q\WN 'l A pﬁ- EE Tl T [ P
[ y 'Mw‘iﬂ, %W . W" Y ] :
b = e WA g
g g §
%5 4 R E oo
10 4 10
5 5 =r
10 it 30 40 0 60 70 &a %0 1o t 10 n i 20 1 €0 ™ an 0 100 0 1w Fiil il &0 50 €0 o 80 €0 100
Time (s} Time (g} Time (s)
(c) TCP Window Size of Class 0 (d) TCP Window Size of Class 1 (e) Bottleneck Queue

Figure 71: Interaction between fluid TCP flows and packet TCP flows

k 1 2 3 4 5 6 7 8 9 10 pkt
Fluid 721153 | 652906 | 577602 | 505252 | 428611 | 361022 | 290473 | 218446 | 142799 | 72899 0
Packet 0 68211 143526 | 215763 | 292512 | 360166 | 430703 | 502700 | 578332 | 648228 | 721168
Total 721153 | 721127 | 721128 | 721015 | 721173 | 721188 | 721176 | 721146 | 721131 | 721127 | 721168

Pkt/Tot(%s) 0 9 20 30 41 50 60 70 80 a0 100
TABLE II

INTERACTION BETWEEN FLUID TCP FLOWS AND PACKET TCP FLOowsS

From these results, we see that the percentage of the packet throughput increases in proportion
to its percentage of the total number of TCP flows, which strongly supports that the TCP
flows simulated by the fluid model have the same behavior as those simulated by the packet
source when sharing a bottleneck queue in a hybrid simulation. This further proves the
correctness of the original fluid model and the hybrid simulation's ability to simulate the
interaction between TCP flows in both fluid form and packet form. Also from this experiment,
we can see the performance advantage brought by the fluid model from (b) in the Figure above.
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Compared with a packet simulation, the speedup of this hybrid simulation depends on the
amount of the packet traffic in the hybrid simulation. If C; denotes the packet simulation cost,
Chr denotes the fluid model solver computation cost in a hybrid simulation and Cy, denotes the
simulation cost for the packet traffic in the hybrid simulation, there is

S reedin — Clpet
Speedup = m
, and as the simulation cost of the packet traffic in a hybrid simulation with small network
topology is almost the same as that in the packet simulation, the fraction of the packet traffic
decides the upper bound of the speedup. For example, if 10% of the traffic is packet traffic, the
speedup can goes up to at most 10. In this experiment, we see that when 10% of the traffic is
packet traffic, the hybrid simulation reaches a speedup of 6.53 compared to the packet
simulation.

F5.4. Multiple Foreground Flows

In this experiment, we show that the two-pass model hybrid simulation captures the additional
interaction between multiple traversing foreground flows.

The network under simulation is shown in the Figure below. Node S2, D2, S3 and D3 are four
packet nodes connected to the fluid network via different access points. Class 0 and Class 1 are
both classes of 10 TCP flows simulated in the fluid model. Class 2 is a class of 20 TCP flows.
Class 3 is a class of 40 TCP flows. Class 0, 1 and 2 start at time 0. Class 3 is only active from
30s to 60s.

Figure 72: Network with three bottlenecks

The Figure below shows the matching simulation results between the hybrid simulation and
the packet simulation. At 30s, the average TCP window size of Class 2 decreases because of the
new traffic brought by Class 3, which is another foreground flow, and the queue behavior at
each bottleneck also changes accordingly. At 60s, the network behavior changes back because
Class 3 stops sending traffic.
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Figure 73: Hybrid simulation with multiple foreground flows

F5.5 Experience with Large IP Networks

In this section, we show the ability of the hybrid simulation to simulate a large IP network. We
use the Inet Topology Generator from University of Michigan [14] and generate a network of
3500 nodes and 11334 links, each with a capacity of 2.5 Gbps. Then we randomly create 5000
classes of TCP flows which is a total of 12,378,340 TCP flows in the network. Then we
randomly pick two nodes as the source and the destination of a UDP traffic. We set the UDP
traffic as a CBR at 50 kbps with a packet size of 50 bytes. A 100 s simulation is
performed. Our experiment is carried on a Dell Precision Workstation 530, which is
configured with two Pentium IV processors (2.2 GHz) and 2 GB memory. Since our program is
not parallelized, only one processor is utilized. We have taken several trials. On average, the
simulation takes about 30 minutes and 659M memory. The Figure below shows the time
sequence of the UDP packets between time 74 s and 75 s in one of the experiments. This UDP
traffic has an average delay of 101.66ms and an average drop probability of 15.70%.
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Figure 74: Time sequence of the UDP traffic between 74 sand 75 s

F6. Conclusion & Future Work

We have developed a simulation method that takes the advantage of the highly efficient fluid
model and at the same time provides detailed information at packet level for selected individual
traffic flows. We achieve this by an effort to simulate the network using fluid model solvers and
discrete event-driven simulators, the hybrid simulation. Two models are proposed to describe the
interactions between the background TCP traffic and the foreground packet traffic.
Synchronization between the fluid model solver and the simulator are analyzed. Simulation results
show that our method maintains the performance advantage of the fluid model and generates
accurate simulation results comparable to those given by the discrete event-driven simulator. Our
work can be reached and downloaded at http: /Twww -
net.cs.umass.edu/fluid/ffm.html.

As a future work, we will implement our hybrid simulation approach in more simulators and
at the same time, incorporate new features of the fluid model as well as other network traffic
models. Also, our current implementation in ns-2 could be further improved, such as
supporting more functions and increasing its performance. Another exciting future work
direction is to further boost the speed of the hybrid simulation such that the hybrid simulation
can generate real time traffic information. This information can be used in network emulators
to provide more controlled and more realistic delay and loss reference. Our current approach can
handle real time traffic to some extent. Further performance boost can be reached by
parallelization, for which the time-stepped nature of the fluid model solver is perfectly suitable.
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